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Abstract—Information theoretic security has recently emerged
as an effective physical layer approach to provide secure
communications. The outage performance of such a secrecy
communication system is considered in this paper, since it is an
important criterion to measure whether users’ predefined quality
of service can be met. Provided that the legitimate receiver and
eavesdropper have the same noise power, many existing secure
schemes cannot achieve outage probability approaching zero,
regardless of how large the transmission power is. By introducing
cooperative transmission into secrecy communication systems, it
will be shown here that outage probability approaching zero can
be achieved. In particular, scenarios with single-antenna nodes
and multiple-antenna nodes will both be addressed, and the
optimal design of beamforming/precoding will be investigated.
Explicit expressions of the achievable outage probability and
diversity-multiplexing tradeoff will be developed to demonstrate
the performance of the proposed cooperative secure transmission
schemes, and numerical results are presented.

Index Terms—Secrecy communications, optimization, cooper-
ative diversity, beamforming and precoding

I. INTRODUCTION

THE DYNAMIC nature of wireless channels due to the
node mobility and multipath fading has offered oppor-

tunities which can be utilized by the legitimate transceiver
to realize perfect secrecy communications without relying
on traditional encryption techniques [1]. To keep the source
messages from being intercepted by eavesdroppers, the secrecy
capacity is typically much smaller than the Shannon capacity
of the scenarios without eavesdroppers, and this motivates the
use of multiple antennas for secrecy communications [2]–
[5], where the focus of these works is the secrecy rates.
Furthermore, the impact of cooperation on secrecy capacity
has been studied in [6], [7] and a new way to use un-trusted
relays, so called cooperative jamming, has been proposed in
[8]. In general, the achievable secrecy capacity, such as the
ones developed in [1], [2], [6], assume that the channel state
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information (CSI) is available at the transmitter, and the impact
of different CSI assumptions on the secrecy capacity has been
studied in [9].

A general principle for secrecy communications is that
the source will transmit only if the legitimate receiver has
a better channel condition than the eavesdropper; otherwise, it
will keep silent. Obviously such an opportunistic transmission
strategy cannot meet the users’ predefined quality of service,
and our focus in this paper is to study the outage performance
of secrecy communications, which is defined as the probability
that a targeted data rate cannot achieved. The design of secrecy
transmission to satisfy users’ predefined quality of service has
been studied in [2], [10], but the impact of eavesdropping
on the diversity and multiplexing gains is still not clear.
The aim of this paper is to introduce cooperative diversity
into secrecy communications and realize outage probability
approaching zero given sufficiently large transmission power.
Different to existing works, we specifically focus on the outage
performance of secrecy transmissions for scenarios with and
without multiple antennas. The design of beamforming and
precoding has been studied, where their impact on reliability
and throughput has been analyzed by using the diversity-
multiplexing tradeoff.

Specifically we first focus on the secrecy communication
scenario where all nodes are equipped with a single antenna. It
is shown that a straightforward application of classical cooper-
ative protocols in [11] cannot realize zero-approaching outage
probability. Then we propose a simple cooperative secure
transmission strategy, where the source only communicates
with relays at the first stage and distributed beamforming is
then adopted by asking the source and relays to act together.
Dependent on the tolerable system overhead, there are two
choice to use the available relays: one to use all available
relays and the other to only use the best one. In the second
part of the paper, the multiple-input multiple-output (MIMO)
cooperative scheme is studied in the context of secrecy com-
munications, whose motivation is to further increase secrecy
capacity and improve reception reliability. The optimization
problem for the design of source/relay precoders to maximize
secrecy capacity is formulated and then a suboptimal solution
based on orthogonal projection is proposed. One advantage
of employing such a suboptimal solution is that the system
overhead to coordinate the source and relay transmission can
be reduced. Again the two choices of the use of available
relays are studied and the explicit expressions for informa-
tion theoretic metrics, such as diversity-multiplexing tradeoff
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and outage probability [12], are developed. Different to the
scenario with single antenna nodes, in the context of MIMO
cases, the best relay scheme can achieve the same diversity
gain as the one using all relays.

II. A MOTIVATING EXAMPLE BASED ON A SIMPLE

FOUR-NODE SCENARIO

Consider a simple four-node scenario with one source-
destination pair, one relay and one eavesdropper, where all
nodes are equipped with a single antenna. The classical
decode-forward protocol can be straightforwardly applied to
the addressed scenario [11]. The transmission will be divided
into two stages. At the first stage the source broadcasts a
symbol to all other nodes. At the second stage, the relay
will forward the decoded message to the destination and the
eavesdropper if it is capable; otherwise, no one transmits
during the second stage. The achievable perfect secrecy rate
can be written as

I=
{

1
2{log[1 + ρφM ] − log[1 + ρφE ]}+

, |hR|2 ≥ g(ρ)
1
2{log[1 + ρ|hM |2] − log[1 + ρ|hE |2]}+

, |hR|2 < g(ρ),

where hM , hE , hR, gM and gE denote the i.i.d. Raleigh fading
coefficients for the source-destination, source-eavesdropper,
source-relay, relay-destination, and relay-eavesdropper chan-
nels respectively, ρ denotes the signal-noise ratio (SNR), the
function g(x) = 22R−1

x describes the decoding capability of
the relay, R is the targeted secrecy data rate and {x}+ denotes
max{0, x}. Furthermore φM = |hM |2+|gM |2 is defined as the
channel gain for the legitimate user and φE = |hE |2 + |gE|2
for the eavesdropper. Quasi-static fading has been assumed
throughout the paper, and it is assumed that the source has
the perfect knowledge of all CSI as in [2], [3], [13]. Note that
our focus in this paper is the analysis of the outage probability
and the development of an achievable diversity-multiplexing
tradeoff, where the used achievable rates are not necessarily
the maximum and it is out of the scope of this paper to obtain
the maximum achievable rates. Hence the outage probability
for the targeted secrecy data rate R

P (I≤2R)=P
(

1 + ρφM

1 + ρφE
< 22R |φM > φE

)
P (φM > φE)

×P (|hR|2 ≥ g(ρ)) + P (φM < φE)P (|hR|2 ≥ g(ρ)) +

P

(
1 + ρ|hM |2
1 + ρ|hE |2 < 22R

∣∣|hM |2 > |hE |2
)
P
(|hM |2 > |hE |2

)
×P (|hR|2 < g(ρ)) + P

(|hM |2 < |hE |2
)
P (|hR|2 < g(ρ)),

By using the fact that φM and φE are i.i.d Chi-square
distributed random variables with pdf f(x) = xe−x, at high
SNR and for a fixed targeted rate, the expression of the outage
probability is simplified as

P (I ≤ 2R) ∼ 1
2

[
1
2
− 3 · 22R + 1

(22R + 1)3

]
+

1
2
≥ 1

2
, (1)

where x ∼ y denotes that x is asymptotically equivalent to
y. Hence provided a fixed secrecy data rate, the outage prob-
ability experienced in the symmetric eavesdropping system
cannot be decreased to zero by straightforwardly applying the
classical cooperative protocols in [11], no matter how large
we increase the transmission power.

III. COOPERATIVE SECRECY TRANSMISSION WITH

SINGLE-ANTENNA NODES

In this section, consider a secrecy communication scenario
with one source-destination pair, one eavesdropper and L
relays, where all nodes are equipped with a single antenna.
The proposed cooperative transmission can again be divided
into two stages. At the first stage, the source broadcasts
its messages, and all relaying nodes listen. At the second
stage, the capable relays and the source will act together and
perform distributed beamforming. In this section, we consider
a topology where the source and the L trusted relay nodes
form a virtual antenna array and perform distributed beam-
forming. So we assume that during the first phase, e.g. the
initialization phase, the source talks to the surrounding relays
with low power, whereas the destination and eavesdropper are
far away from the source and relays and cannot hear such
a transmission1. Such a scenario has applications in wireless
sensor networks. For example, consider smart home wireless
healthcare applications, where digital gadgets in the home
form the virtual array and send the sensitive patient data to a
hotspot receiver outside. Then it is expected a threat is more
likely to arise at the destination end, where an eavesdropper
close to the hotspot wants to intercept the message. Note that
such an assumption will be used only in this section, and a
more general topology will be considered in the following
sections.

There have been two approaches to use the available relays
[16], [17]. One is to use all available relays, which could give
optimal reception reliability but require large system overhead
for accurate node coordination. On the other hand, it is a low
system overhead solution to just invite a single relay which can
yield the best performance for cooperation. Both approaches
will be studied in the following.

A. Orthogonal projection beamforming using all qualified
relays

Provided there are K qualified relays which can
decode the messages, recall that during the second
time slot, the source and the qualified relays will
together perform distributed beamforming. First define
hM =

[
hM gM,R1 · · · gM,RK

]T
as the chan-

nel vector associated with the destination and hE =[
hE gE,R1 · · · gE,RK

]T
as the one for the eavesdropper,

where gM,Rk
is the channel between the destination and the

k-th relay and gE,Rk
is the channel between the eavesdropper

and the k-th relay. Denote pK as the (K + 1) × 1 vector
containing the beamforming coefficients for the source and
relays. The achievable perfect secrecy rate by using distributed
beamforming is written as

I=
{

1
2{log[1 + ρ|pH

KhM |2] − log[1 + ρ|pH
KhE |2]}+,K ≥ 1

1
2{log[1 + ρ|hM |2] − log[1 + ρ|hE |2]}+, K = 0

1The proposed secrecy transmission protocol can also be applied to the
scenarios described in [14], [15] where the destination and eavesdropper are
located far away from the source, and the relays are located in the middle.
For such a scenario, the proposed secrecy scheme can still work by discarding
the direct link between the source and destination.
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The choice of the beamforming weighting factor needs to
maximize the following objective function

arg
pK

max
1 + ρ|pH

KhM |2
1 + ρ|pH

KhE |2 (2)

s.t. pH
KpK = 1.

Note that the total transmission power has been constrained
for the proposed precoding scheme as shown in the above
equation. This maximization problem has been solved by using
general eigenvalue decomposition, and the optimal solution
is p∗

K = B− 1
2 w/|B− 1

2 w|2 where w is the eigenvector of
the matrix B− 1

2 AB
1
2 corresponding to the largest eigenvalue,

A = IK+1 + ρhMhH
M and B = IK+1 + ρhEhH

E [18],
[19]. However, the use of p∗

K will cause some difficulties
in obtaining an explicit expression for the outage probability.
An interesting observation is that for high SNR, the original
objective function in (2) is simplified as

arg
pK

max
1 + ρ|pH

KhM |2
1 + ρ|pH

KhE |2 ∼ |pH
KhM |2

|pH
KhE |2 (3)

s.t. pH
KpK = 1.

For such a maximization problem, the optimal solution of
the beamforming vector pK is orthogonal to the channel
vector between the source/relay and the eavesdropper receiver,
pH

KhE = 0. Based on such an approximation, the maximiza-
tion problem is expressed as

arg
pK

max (1 + ρ|pH
KhM |2) (4)

s.t. pH
KpK = 1 & pH

KhE = 0.

By using such a beamformer, the outage probability of the
secrecy rate is shown as

P (I ≤ 2R) =
L∑

k=1

P
(
log[1 + ρ|pH

KhM |2] < 22R|K = k
)

×P (K = k) + P0, (5)

where P0 = P
(

1+ρ|hM |2
1+ρ|hE |2 < 22R

∣∣∣ |hM |2
|hE |2 > 1

)
P (|hM |2 >

|hE |2)P (K = 0) + P
(

|hM |2
|hE |2 < 1

)
P (K = 0). The main

difference between the equation for P (I < 2R) in Section II
and (5) is the first factor. This conditional probability can be
evaluated by using the following proposition which provides
the closed form expression of the optimal solution for the
above maximization problem.
Proposition 1: The optimal solution for the maximization

problem in (4) is

p∗
K =

p̃K√
p̃H

K p̃K

(6)

where p̃K =
[
IK+1 − 1

hH
E hE

hEhH
E

]
hM .

Proof: See Appendix.
Define d and r as the diversity gain and multiplexing gain as
in [12]. Furthermore f(ρ) is said to be exponentially equal
to ρd, denoted as f(ρ) .= ρd, when lim

ρ→∞
log[f(ρ)]

log ρ = d, where

f(ρ)≤̇ρd is defined similarly. By using Proposition 1, we have
the following theorem for the performance of the cooperative
secrecy communication scheme.

Theorem 1: Consider a symmetric secrecy communica-
tion scenario with i.i.d. Raleigh fading channels. Provided
there are L single antenna relays and high SNR, the outage
probability achieved by the proposed cooperative protocol
using all qualified relays is asymptotically equivalent to

P (I ≤ 2R) ∼
(

22R − 1
ρ

)L

Cfbm, (7)

where Cfbm =
∑L

k=1
L!

(L−k)!(k!)2 + 1
2

(
2 − 1

22R+1

)
. And the

achievable diversity-multiplexing tradeoff for the addressed
secrecy communication scenario is

dsingle,all(r) = L(1 − 2r).

Proof: See Appendix.
Remark 1: As shown in (1), the straightforward extension
of cooperative protocols in [11] always suffers severe out-
age/error probability, regardless of the transmission power.
Theorem 1 demonstrates that error-free secrecy communica-
tion, conditioned on a fixed secrecy data rate and large SNR,
can be realized by implementing distributed beamforming.
Remark 2: Compared with distributed beamforming for non-
secrecy communications, the existence of eavesdroppers has
an impact on the obtainable diversity gain. Without eavesdrop-
pers, the diversity gain will be (L+ 1) [17]. To avoid source
information intercepted by the eavesdropper, the obtainable
diversity gain has been reduced to the number of relays L.

B. Distributed Beamforming using a single best relay

To reduce system overhead, it may be desirable to invite
only the single relay for cooperation which gives the best
system performance. And hence the criterion of relay selection
is to maximize the following objective function

arg
n,pn

max
1 + ρ|pH

n hM,n|2
1 + ρ|pH

n hE,n|2 ∼ max
|pH

n hM,n|2
|pH

n hE,n|2 (8)

s.t. pH
n pn = 1.

where the approximation is obtained at high SNR, hM,n =[
hM gM,Rn

]T
is the channel vector associated with the

destination, and hE,n =
[
hE gE,Rn

]T
is the channel vector

associated with the eavesdropper. The optimal beamforming
vector for each relay is the the vector orthogonal to the
channel vectors associated with the eavesdropper, e.g., pn =[
gE,Rn −hE

]H
/
√

hH
E,nhE,n. And hence the secrecy rate

achieved by the n-th relay is written as

In = log
(
1 + ρ|gE,RnhM − hEgM,Rn |2/hH

E,nhE,n

)
. (9)

Define υn = gE,Rn hM−hEgM,Rn√
hE,n

HhE,n

and recall the fact that hM

and gM,Rn are i.i.d. Complex Gaussian distributed. By treating
hE and gE,Rn as the weighting factors and utilizing the fact
they are normalized, we can find the variable υn is still condi-
tionally complex Gaussian with zero mean and unit variance,
or classical Raleigh distributed. Define the effective receive
SNR as ψn = |gE,Rn hM−hEgM,Rn |2

hE,n
HhE,n

which is exponentially
distributed, with the mean and variance as E{ψn} = 1 and
Cov{ψn} = 1. Unfortunately these effective channel gains,
ψn, are not independent, which causes the difficulty to resolve
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the probability of P
(

max{ψ1, · · · , ψK} < 22R−1
ρ

∣∣∣K = k
)

.
A general explicit expression to show the relationship between
the outage probability and SNR is not obtainable for the best
relay scheme and thus we have relied on computer simulations.
As shown in the section of numerical results, the fact that the
K effective channel gains ψn are correlated to each other has a
negative impact on the reception reliability. Compared with the
scheme using all relays, the achievable diversity gain for the
relay selection scheme is no longer proportional to the relay
number L. However, it it is important to point out that the use
of the single best relay can yield less complexity, compared
to the one with all relays.

IV. COOPERATIVE MIMO SECRECY COMMUNICATIONS

In this section we will focus on a more general cooperative
MIMO secrecy communication scenario, where the eaves-
dropper is equipped with M antennas and the other nodes,
including the source, the destination and all L relays, are
equipped with N antennas. It is assumed N > M 2, which
means that the legitimate transceiver has better capability than
the eavesdropper. In particular, the transmission is divided
into two time slots. During the first time slot, the source will
broadcast its messages to all other nodes, and assume that K
out of the all L relays can decode the source messages cor-
rectly. At the second time slot, we can either ask all qualified
relays or the best relay to forward the source messages to
the destination. The eavesdropper tries to decode the source
messages based on its observations from both time slots.

During the first time slot, denote the transmitted signal
vector as s̃ = Pss, where s is the x× 1 information bearing
vector, Ps is the N × x precoding matrix and x is the
number of information bearing symbols. Both Ps and x are
unknown variables, whose values are chosen to maximize
the achievable secrecy data rate with the transmission power
constraint E{s̃H s̃} = 1. At the second time slot, we can either
invite all qualified relays, or only use the best relay to forward
the source messages. Hence the signal model at the destination
is written as[

yM,1

yM,2

]
=
[
HMPs

GMP̃r

]
s +

[
nM,1

nM,2

]
, (10)

where the signal model at the eavesdropper can be defined
similarly, HM is the N×N source-destination channel matrix,
GM,k is the N×N kth relay-destination channel matrix, PM,k

is the precoding matrix for the k-th relay and the destination,
GM =

[
GM,1 · · · GM,K

]
and P̃r =

[
Pr,1 · · · Pr,K

]
if all relays have been used for joint beamforming, or GM =[
GM,best

]
and P̃r =

[
Pr,best

]
if only the best relay has been

used. The channel matrices HE and GE have been defined
similar to HM and GM .

Hence the achievable secrecy rate for such a cooperative
MIMO protocol is written as

IK = log
det
(
Ix + ρPH

s HH
MHMPs + ρP̃H

r GH
MGM P̃r

)
det
(
Ix + ρPH

s HH
E HEPs + ρP̃H

r GH
E GEP̃r

) .

(11)

2When N ≤ M , it is still possible to achieve secrecy transmission by
inviting relays to generate artificial noise [8], [20], which is out of the scope
of this paper.

As discussed previously, x is the number of information bear-
ing symbols, or the rank of the covariance matrix of the trans-
mitted signals, K = E{s̃s̃H}. Recall the point-to-point MIMO

secrecy rate is written as [3] Ipp = log
det(IN+ρHH

MKHM )
det(IN+ρHH

E KHE) .

As pointed out in [3], K is typically rank deficient, which
provides us an intuition that the precoding matrix is a tall
matrix, e.g., x < N . In the following, analytical results will be
developed to show how to select x and the precoding matrices.

The outage probability for a fixed secrecy data rate is
expressed as

P (I ≤ 2R) =
L∑

k=1

P (Ik < 2R)P (K = k) + P (K = 0)

×P (0 < Ipp < 22R
)

+ P (Ipp < 0)P (K = 0), (12)

whose closed-form expression will be developed in the fol-
lowing sections for the best relay scheme and the scheme that
uses all of the relays respectively.

A. MIMO secrecy cooperative transmission based on relay
selection

Provided that there are K qualified relays, the use of n-th
relay yields the secrecy rate shown in (13). And hence the
maximization problem considered in this section is written as

arg
n,Ps,Pr,n

max IK,n (14)

s.t. trace{PH
s Ps} = 1

s.t. trace{PH
r,nPr,n} = 1 ∀n ∈ {1, · · · ,K}.

It is difficult to find the solution of the addressed maximization
as the objective function is too complicated. The following
proposition provides an approximation for the optimization
problem at high SNR.
Proposition 2: At high SNR, the optimization problem in

(14) is asymptotically equivalent to

max log det
(
X̃H

s,2H̃
H
M,2H̃M,2X̃s,2 + X̃H

n,2G̃
H
n,2G̃n,2X̃n,2

)
s.t. trace{X̃s,2X̃H

s,2} = 1 & trace{X̃n,2X̃H
n,2} = 1,

where H̃M = HMUs, X̃s = UH
s Xs, H̃M,2 is the N ×

(N −M) right submatrix of H̃M , X̃s,2 is the (N −M) ×
x lower submatrix of X̃s, e.g., H̃M =

[
H̃M,1 H̃M,2

]
,

X̃s =
[
X̃T

s,2 X̃T
s,2

]T
, Xs = (P̃s)−1Ps, P̃s = (IN −

HH
E (HEHH

E )−1HE), and Us is from the eigenvalue decom-
position of P̃s, P̃s = UsΛsUH

s . The matrices associated with
the relays, such as X̃n,2 and G̃n,2, are defined similar to H̃M,2

and X̃s,2.
Proof: See Appendix.

Since Us is an unitary matrix, the virtual channel matrices,
H̃M,2 and G̃n,2, are still classical N×(N−M) random com-
plex Gaussian matrices. Therefore, an interesting observation
is that the N × N MIMO secrecy communication scenario
has been degraded to the N × (N − M) MIMO scenario
due to the existence of the eavesdropper, which is exactly the
motivation to introduce cooperative transmission into MIMO
secrecy communications and compensate the loss of degrees
of freedom.
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IK,n = log
det
(
Ix + ρPH

s HH
MHMPs + ρPH

r,nGH
M,nGM,nPr,n

)
det
(
Ix + ρPH

s HH
E HEPs + ρPH

r,nGH
E,nGE,nPr,n

) (13)

Since the form in Proposition 2 is a joint objective function
of X̃s,2 and X̃n,2, the closed-form expression of the optimal
solution is difficult to obtain. In the following, we focus
on a suboptimal solution based on block diagonalization,
which yields an explicit expression to an achievable diversity-
multiplexing tradeoff.
Achievable diversity-multiplexing tradeoff: Perform eigen-

value decomposition as H̃H
M,2H̃M,2 = UMΛMUH

M and
G̃H

n,2G̃n,2 = Ũr,nΛ̃r,nŨH
r,n. The use of the diagonalization

based method results in

X̃s,2 =
1

N −M
UM & X̃n,2 =

1
N −M

Ũr,n. (15)

Since the choice of the upper submatrix of X̃s has no impact
on the achievable rate, a simple choice of X̃s is to have
X̃s =

[
0T

M,N−M UT
M

]T
, which means Xs = UsX̃s.

Similarly we can have X̃r,n =
[
0T

M,N−M ŨT
r,n

]T
and Xs =

ŨsX̃s. Summarizing all above steps, the diagonalization based
solutions for the precoding matrices at the source and relays
can be written as

Ps =
1

N −M
P̃sUs

[
0T

M×(N−M) UT
M

]T
, (16)

Pr,n =
1

N −M
P̃r,nUr,n

[
0T

M×(N−M) ŨT
r,n

]T
.

where recall that the orthogonal project matrix P̃s is defined
as (IN − HH

E (HEHH
E )−1HE) and P̃r,n is defined as the

projection matrix of GE,n similarly. Such a diagonalization
based solution only causes small system overhead since no
information exchange is required between the source and
multiple relays. Each node, the source or relays, can decide
its precoding matrix based only on local CSI.

Theorem 2: Based on the proposed orthogonal projection
based precoding, the achievable outage probability for the best
relay scheme is asymptotically equivalent to

P (I ≤ 2R) ≤̇ ρ−(L+1)[(N−M−2r)(N−2r)],

and the achievable diversity-multiplexing tradeoff is

d(r) .= (L+ 1)[(N −M − 2r)(N − 2r)].

Proof: See Appendix.
Remark 1: Theorem 2 demonstrates the benefit of introducing
cooperative transmission into secrecy communications. With-
out using cooperative transmission, the degree of freedom has
been reduced, e.g., a N × N point-to-point MIMO system
degraded to a N × (N − M) scheme. However, by using
cooperative diversity, the achievable diversity gain can be
improved from (N −M)N up to (L+ 1)(N −M)N .
Remark 2: Compared with the scheme without relays, the use
of cooperative diversity causes some loss of multiplexing gain,
which is due to the fact that two time slots have been used
to transmit the same symbol. By using more sophisticated
cooperative protocols, such as non-orthogonal transmission

schemes [15], [21], such a loss of the multiplexing gain can
be avoided.

B. MIMO secrecy cooperative transmission by using all avail-
able relays

Provided all qualified relays have been used, the expression
of the secrecy rate is written as

IK = log
det
(
Ix + ρPH

s HH
MHMPs + ρPH

r GH
MGMPr

)
det
(
Ix + ρPH

s HH
E HEPs + ρPH

r GH
E GEPr

) .
Following similar steps to those in the previous section, at high
SNR, the maximization problem considered in this section is
asymptotically equivalent to

max log det
(
XH

s P̃H
s HH

MHMP̃sXs+XH
r P̃H

r GH
MGMP̃rXr

)
.

s.t. trace{ΛXsXH
s } = 1 & trace{XrXH

r } = 1.

where P̃s is defined in the previous section and P̃r = (INK−
GH

E (GEGH
E )−1GE). By utilizing the feature of idempotent

matrices, the addressed objection function can be simplified
as

max log det
(
X̃H

s,2H̃
H
M,2H̃M,2X̃s,2 + X̃H

r,2G̃
H
M,2G̃M,2X̃r,2

)
s.t. trace{X̃s,2X̃H

s,2} = 1 & trace{X̃r,2X̃H
r,2} = 1,

where the eigenvalue decomposition of P̃r denotes as P̃r =
UGΛGUH

G , G̃M denotes the new N × NK virtual channel
G̃M = GMUG, G̃M,2 is the N×(NK−M) right submatrix
of G̃M , e.g., G̃M =

[
G̃M,1 G̃M,2

]
, X̃r = UH

GXr, and
X̃r,2 is the (NK − M) × x lower submatrix of X̃r, e.g.,

X̃r =
[
X̃T

r,1 X̃T
r,2

]T
.

Achievable diversity-multiplexing tradeoff: In contrast to
the best relay scheme, the virtual channel matrix G̃M,2 here
becomes row full rank for N > 1. Denote the eigenvalue
decomposition of G̃H

M,2G̃M,2 as G̃H
M,2G̃M,2 = ŨrΛrŨH

r .
As a result, it can be shown that G̃H

M,2G̃M,2 has N non-zero
eigenvalues, rather than N −M as in the previous section. To
make block diagonalization applicable, we set x = N and the
precoding matrices at the source and relays as

Ps =
[

1
N−M P̃sUs

[
0T

M×(N−M) UT
M

]T
0N×M

]
,

Pr =
1
N

P̃rUG

[
0T

M×N ŨT
r,N

]T
,

where Ũr,N is the (NK − M) × N submatrix of Ũr and
contains the N eigenvectors corresponding to the non-zero
eigenvalues. Based on such a choice of the precoding matrices,
the secrecy rate is expressed as

IK = log det
(
IN + ρΛ̃M + ρΛr

)
, (17)

where Λ̃M is a N ×N diagonal matrix with its first (N −M)
diagonal elements the same as the ones of ΛM and the rest
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Fig. 1. The outage probability vs SNR. The targeted secrecy data rate is set
as R = 1 bit per channel use.

as zeros. So it can be easily found that the outage probability
when there are K qualified relays is expressed as [12]

P (IK < 2R)≤̇ρ−[(N(K+1)−2M−4r)(N−2r)]. (18)

And the overall outage probability can be bounded at high
SNR as in the previous subsection and we obtain the following
theorem for the outage performance of the proposed protocol.

Theorem 3: Based on the proposed orthogonal projection
based precoding, the outage probability for a fixed secrecy data
rate for the scheme using all available relays can be upper
bounded at high SNR as

P (I ≤ 2R) ≤̇ ρ−(L+1)[(N−M−2r)(N−2r)],

and the achievable diversity-multiplexing tradeoff is

d(r) .= (L+ 1)[(N −M − 2r)(N − 2r)].

Remark 1: Comparing Theorem 2 to Theorem 3 it can be
observed that the diversity gain achievable for both schemes
is the same. Such a phenomenon is actually expected, similar
to the fact that maximum ratio combining can achieve the
same diversity gain as the selection scheme for single-input
multiple-output scenarios. For intermediate SNR, the scheme
using all qualified relays can outperform the best relay scheme
in terms of reception reliability, but the coordination among
relays could consume extra bandwidth resource. By only
inviting the single best relay, the system overhead can be
reduced without decreasing the achievable diversity gain.
Remark 2: The performance shown in Theorem 3 is based
on (17), where the eigenvalues have been randomly placed.
Recall that the determinant of the sum of two matrices can
be enlarged by aligning their eigenvalues in the same order
[22]. By using such a result, the achievable secrecy rate can
be further increased by carefully aligning the eigenvalues of
Λ̃M and Λr. Such a technique can be also applied to the best
relay scheme.
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Fig. 2. The outage probability for the best relay scheme as a function of
SNR. The targeted secrecy data rate is set as R = 1 bit per channel use.
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Fig. 3. The outage probability vs SNR. The targeted secrecy data rate is set
as R = 3 bit per channel use.

V. NUMERICAL RESULTS

First we focus on the secrecy communication scenario
where all nodes are equipped with a single antenna. Fig. 1
shows the outage performance of three schemes: the best relay
scheme, the cooperative scheme using all qualified relays, and
the MISO lower bound. As can be seen from the figure, the
curves for the scheme using all qualified relays have the same
slope as the ones for the MISO bound, which confirms that
this cooperative scheme can achieve the diversity gain L. On
the other hand, it is interesting to observe that the curve of the
best relay scheme with L = 3 relays has the same slope as
the one with L = 5, which is due to the fact that the effective
channel gains realized by different relays are correlated. In
Fig. 2, the high SNR approximations developed in Theorem
1 are compared to the simulation results. As demonstrated in
the figure, the developed analytic results at the high SNR are
perfectly matched with the computer simulation results.
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Fig. 4. Achievable diversity-multiplexing tradeoff for three comparable
schemes.

Second we focus on the MIMO secrecy communication
setup, where the eavesdropper is equipped with M antennas
and all other nodes are equipped with N antennas. Fig.
3 demonstrates the outage performance of three schemes:
the best relay scheme, the all relay scheme and the direct
transmission scheme. As can be seen from Fig. 3, the increase
of the number of antennas can increase the achievable secrecy
rate and therefore improve the reception reliability for all
schemes. With the same system setup, Fig. 3 demonstrates that
the two cooperative schemes can achieve the same diversity
gain since the curves of the two schemes have the same
slope, which is consistent with Theorem 2 and Theorem 3.
At intermediate SNR the scheme using all qualified relays
can outperform the best relay scheme, but it should be noticed
that the best relay scheme requires much less system overhead
as no information exchange among relays and the source is
needed.

Finally Fig. 4 shows the diversity-multiplex tradeoff achiev-
able for the three schemes: the point-to-point MIMO scheme,
the secrecy transmission scheme with and without cooperation.
In general, the existence of the eavesdropper will cause some
loss of the diversity/multiplexing gain, particularly in the case
that (N −M) is small. Recall for the case with a small value
of (N −M) the eavesdropper has the similar capability to the
legitimate receiver, so the loss of degrees of freedom becomes
the price to avoid eavesdropping. By introducing cooperative
diversity into secrecy communications, the loss of diversity
gain can be compensated as shown by the two figures, where
the achievable diversity gain can be the same or even larger
than the MIMO non-secrecy scheme. Because of the use of
the orthogonal cooperative transmission strategy, the proposed
cooperative scheme suffers some loss of the multiplexing gain
compared with the two non-cooperative schemes. However,

by implementing more advanced cooperative strategies, such
as the non-cooperative schemes [15], [21], the loss of the
multiplexing gain can be compensated.

VI. CONCLUSIONS

By introducing cooperative transmission into secrecy com-
munication systems, it has been shown that zero approaching
outage probability can be achieved. The scenario without
MIMO was studied first, where the optimal beamformer has
been developed together with its outage performance. Then the
scenario with MIMO was considered, where the optimization
problem for the design of source/relay precoders was formu-
lated and a suboptimal solution with low system overhead was
proposed. Note that distributed beamforming and precoding
have been focused on here, but there are other ways to exploit
relay transmission, such as cooperative jamming and relay
chatting [8], [20], [23].

APPENDIX

Proof for Proposition 1 : To find an explicit expression of the
optimal solution for (4), note that a desirable solution of the
maximization problem can be expressed in a form as p = Px,
where P =

[
IK+1 − 1

hH
E hE

hEhH
E

]
is the projection matrix

to ensure p ⊥ hE and x will be a (K + 1) × 1 auxiliary
vector. To simplify notations, the subscript K of p is omitted.
It can be shown that the projection matrix P is an idempotent
and symmetric matrix. And hence the original maximization
problem in (4) can be written as

arg
x

max xHPHhMhH
MPx (19)

s.t. xHPHPx = 1.

By constructing the objective function L(x) =
xHPHhMhH

MPx + λ(pHp − 1), the optimal solution
of x and the Lagrange multiplier λ can be obtained from the
following linear equations

PHhMhH
MPx + λp = 0 (20)

xHPHPx = 1,

which gives the optimal choice of x∗ and the Lagrange
multiplier λ as

λ = −x∗HPHhMhH
MPx∗

PHhM = x∗HPHhMPx∗, (21)

where the fact that P is an idempotent and symmetric
matrix has been used, e.g., PP = P and PH = P. It
is easy to see that x∗ = hM√

hH
MPhM

is the solution of

(21). The optimal choice for the beamforming vector shown
in the proposition can be obtained in a straightforward way. �

Proof for Theorem 1 : First define the projection matrix as
PK =

[
IK+1 − 1

hH
E hE

hEhH
E

]
. Since PK is an idempotent

matrix, the power normalization factor p̃H
K p̃K can be ex-

pressed as p̃H
K p̃K = hH

MPH
KPKhM = hH

MPKhM . Hence
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the received SNR by using distributed beamforming can be
written as

|pH
KhM |2 =

|p̃H
KhM |2
p̃H

K p̃K

= hH
M

[
IK+1 − 1

ghg
ggH

]
hM .

To find P̃ = P
(
log[1 + ρhH

MPhM ] < 22R|K = k
)
, we can

use the fact that P is an idempotent matrix, which means the
eigenvalues of the P are either zero or ones. Alternatively
we can first perform eigenvalue decomposition for 1

ghg
ggH

as 1
ghg

ggH = UH
g ΣUg , where Σ is a (K + 1) × (K + 1)

diagonal matrix with its first diagonal being one and the rest
being zeros. By using such an observation, we can obtain

hH
M

[
IK+1 − 1

ghg
ggH

]
hM = hH

MUH
g [IK+1 − Σ]UghM .

Because of the structure of Σ, the diagonal matrix (IK+1−Σ)
will be the same as the identity matrix except that its first
element is zero, which means

hH
M

[
IK+1 − 1

ghg
ggH

]
hM =

K∑
n=1

|h̃n|2,

where h̃K are the virtual channels h̃ = UghM . Since Ug is
an unitary matrix, the statistical property of h̃ is the same as
the original channel vector h, which yields

P̃ =
∫ 22R−1

ρ

0

xk−1

(k − 1)!
e−xdx ∼ (22R − 1)k

k!ρk
,

where the second equation follows the fact that
∑k

n=1 |h̃n|2
is Chi-square distributed with 2k degrees of freedom and the
approximation is obtained with the high SNR assumption.
Note that following the steps in [24], similar results can be also
developed. By using order statistics, the following probability
can be obtained as [25]

P (K = k) ∼ L!
(L− k)!k!

(
22R − 1

ρ

)L−k

. (22)

Finally the outage probability can be expressed as

P (I ≤ 2R) ∼
L∑

k=1

(22R − 1)k

k!ρk

L!
(L − k)!k!

(
22R − 1

ρ

)L−k

(23)

+
1
2

⎛
⎝2 − e−

22R−1
ρ

22R + 1

⎞
⎠(22R − 1

ρ

)L

.

By using (23) and some algebraic manipulations, the theorem
can be obtained. �

Proof for Proposition 2 :To simplify the objective function
and obtain the closed form expression of the solution, note
that at high SNR the mutual information is asymptotically
equivalent to

IK,n ∼ log
det
(
ρPH

s HH
MHMPs + ρPH

r,nGH
M,nGM,nPr,n

)
det
(
ρPH

s HH
E HEPs + ρPH

r,nGH
E,nGE,nPr,n

) .
(24)

It is desirable to select the precoding matrices which can yield
det
(
PH

s HH
E HEPs + PH

r,nGH
E,nGE,nPr,n

)
= 0; otherwise,

at high SNR the rate is asymptotically equivalent to a ratio

which is no longer a function of SNR. Based on such an
observation, the addressed maximization problem can be first
relaxed as

max log det
(
ρPH

s HH
MHMPs + ρPH

r,nGH
M,nGM,nPr,n

)
.

s.t. trace{PH
s Ps} = 1 & trace{PH

r,nPr,n} = 1
s.t. HEPs = 0M×x & GE,nPr,n = 0M×x. (25)

To further simplify the optimization problem, note that the
orthogonal constraint HEPs = 0N×x means that the source
precoding matrix can be expressed as

Ps = (IN − HH
E (HEHH

E )−1HE)Xs, (26)

where Xs is a N × x unknown auxiliary matrix and the total
transmission power based on such a precoding matrix is

βs = trace{UsΛsUH
s XsXH

s } = trace{ΛsXsXH
s }, (27)

where the first equation is obtained by performing eigen-
value decomposition on the projection matrix. It can be
easy to evaluate that the projection matrix P̃s = (IN −
HH

E (HEHH
E )−1HE) is an idempotent matrix. Similarly the

precoding matrix for each relay can be expressed as Pr,n =
P̃r,nXr,n where P̃r,n = (IN − GH

E (GEGH
E )−1GE) and

βr,n = trace{Λr,nXr,nXH
r,n}.

By utilizing the orthogonal projection matrices, the orthog-
onal constraint in (25) can be removed and the addressed
optimization problem can be simplified as Note that these
projection matrices are the idempotent ones and recall an im-
portant property of idempotent matrices that their eigenvalues
are either ones or zeros. Since the rank of the projection
matrix is (N −M), without loss of generality, assume that
the first M diagonal elements of Λs and Λr,n are zeros, and
the rest are ones. By using such a property and performing
eigenvalue decomposition to all these idempotent matrices, the
objective function in (28) can be expressed as the one shown
in the proposition. The power normalization factor can now
be expressed as a function of X̃s,2 as

βs = trace{ΛX̃sX̃H
s } = trace{X̃s,2X̃H

s,2}, (29)

and similarly we can have βr,n = trace{X̃n,2X̃H
n,2}. And

the proposition is proved. �

Proof for Theorem 2 : By using the precoding matrices in
(16), the use of n-th relay yields the secrecy rate as

IK,n = log det
(
IN−M + ρΛM + ρΛ̃r,n

)
. (30)

Denote the diagonal elements of the two diagonal matri-
ces as diag(ΛM ) = [λM,1 · · ·λM,N−M ] and diag(Λ̃r,n) =
[λn,1 · · ·λn,N−M ]. And hence the outage probability P (In <
2R) can be expressed as

P (In < 2R) ∼ P

(
N−M∏
i=1

(ρλM,i + ρλn,i) < 22R

)
(31)

≤ P

(
N−M∏
i=1

ρλM,i < 22R

)
P

(
N−M∏
i=1

ρλn,i < 22R

)
,

where the first approximation is due to the
high SNR assumption and the inequality is
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max log det
(
XH

s P̃H
s HH

MHMP̃sXs + XH
r,nP̃H

r,nGH
M,nGM,nP̃r,nXr,n

)
. (28)

s.t. trace{ΛsXsXH
s } = 1 & trace{Λr,nXr,nXH

r,n} = 1.

due to the fact that the events to satisfy(∏N−M
i=1 (ρλM,i + ρλn,i) < 22R

)
is a subset of the events

to satisfy
(∏N−M

i=1 ρλM,i < 22R
)

&
(∏N−M

i=1 ρλn,i < 22R
)

.
As a result, the upper bound of the outage probability
P (Ibest < 2R) can be expressed as

P (Ibest,K < 2R) ≤ P

(
N−M∏
i=1

ρλM,i < 22R

)
K∏

n=1

P̃n, (32)

where P̃n = P
(∏N−M

i=1 ρλn,i < 22R
)

and the inequality
utilizes the fact that λn,i and λl,i are for different re-
lays and hence independent to each other ∀n 	= l. Re-
call that

∏N−M
i=1 ρλM,i = det

(
H̃H

M,2H̃M,2

)
, where H̃M,2

is a N × (N − M) complex Gaussian random matrix.
By using the results provided in [12], the probability
P
(∏N−M

i=1 ρλM,i < 22R
)

is asymptotically equivalent to

P

(
N−M∏
i=1

ρλM,i < 22R

)
.= ρ−[(N−M−2r)(N−2r)].(33)

where the probability P
(∏N−M

i=1 ρλn,i < 22R
)

shares the

same expression. So overall the probability P (Ibest < 2R)
can be upper bounded as

P (Ibest,K < 2R) ≤ ρ−(K+1)[(N−M−2r)(N−2r)]. (34)

To calculate the overall outage probability in (12), the proba-
bility for the event that there are K qualified relays is required.
Recall that the mutual information at the l-th relay is

Ir,l = log det
(
IN−M + ρH̃H

l,2H̃l,2

)
,

where H̃l,2 is defined similar to H̃M , a N×(N−M) complex
Gaussian matrix. Consider that all L relays have been ordered
to satisfy Ir,(1) ≤ · · · ≤ Ir,(L). Furthermore, by using order
statistics, the probability of the event that there are K qualified
relays can be expressed as

P (K = k) =
L!

(L− k)!k!
FL−k
I (2R)(1 − FI(2R))k, (35)

where FI(x) is the cumulative density function of Ir,l. Note
that Ir,l is i.i.d. and furthermore the probability P (Ir,l < 2R)
can approximated as [12]

P (Ir,l < 2R) .= ρ−[(N−M−2r)(N−2r)]. (36)

Combining the above two equations, we can obtain the prob-
ability of the event there are k qualified relays

P (K = k) .= ρ−(L−k)[(N−M−2r)(N−2r)]. (37)

Recall the overall outage probability for the MIMO best relay
scheme can be expressed as

P (I ≤ 2R) =
L∑

k=1

P (Ik < 2R)P (K = k) (38)

+P (Ipp < 2R)P (K = 0),

where P (Ipp < 2R) can be expressed as

P (Ipp < 2R) .= ρ−[(N−M−2r)(N−2r)],

due to the use of the orthogonal projection matrix. Combining
(34), (37) and (38), the achievable diversity-multiplexing
tradeoff can be obtained and the theorem is proved. �
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