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Abstract—Received power measurements at spatially dis- would be permissible. In sensor networks, transmit power
tributed, passive, monitors contain valuable informationon estimation can be used to identify multiple transient event
the active wireless transmitters, which can be usefully ex- gnd their intensities.
pl_oited t_o mgke various inferences._ In this paper, we study In this paper, we consider the following setup: There
blind e;tlmat|on of the numbgr ofactilve vylreless sources, their are multiple wireless sources, and a-priori the number
transmission powers and their locations in the network basg . . . .
on received power measurements at multiple monitoring of transmitters, their transmission powers and locations
nodes, without assuming any prior knowledge or statistical @€ Not known. There are a set of monitors at known
characterization of these parameters. Utilizing geometdal locations, each of which measures the ‘combined’ signal
analysis and algorithmic approach we present estimation al from the transmitters. Note that since we are utilizing only
gorithms for these parameters under signal combination fren  the received signal strength information, it is implicitly
multiple transmitters. We present useful non-trivial insights assumed that the received signals from different sources
regarding such inferences, and also present simulation rels  gre indistinguishablefrom each other. For the purposes of
verifying the analysis and quantifying the performance of be  qjhlicity, we assume that the power decays determinis-
estimation algorithms. . o i tically with distance according to the power law. Under

Index Terms—Transmit-power estimation, Wireless . . .

this setup, we present algorithms to estimate the number of
wireless sources, the transmission power of each source and
the locations of active transmitters. We present simufatio

Transmission power emitted by wireless nodes decesults quantifying the performance of our algorithms and
spatially in the environment according to the physical lavedso point out the limitations.
of power propagation. As such, the measured receivedThe above setup is unique in important aspects. First, we
power at spatially distributed locations is highly corteth consider only passive received power measurements which
and contains valuable information on the wireless networkan be done very easily using simple techniques at the
By exploiting this correlation, one can make valuable infereceiver; thus requiring no knowledge of the underlying
ences about the wireless network. In this paper, we expl@®tocols used by the wireless system. Second, the esti-
this concept and utilize received power measurementsnation is done in a blind way, wherein no prior knowledge
multiple trusting monitors to makeblind” estimation of is assumed about the transmission powers, the locations of
the transmission power of active nodes. Specifically, usitlge wireless sources, or even the number of sources.
only the received power measurements at multiple moni-The problem that we consider is unigue also from much
tors, we deduce the number of active transmitters and thfethe research work in the literature, hence, there is no di-
transmission powers used by them, without assuming amgt solution applicable to our scenario. In sensor netsjork
a-priori knowledge of the locations of the transmitters ahere is an increasing body of literature that deals with
any statistical distribution of their transmit powers. sensor node localization [3], [4], [5], [6]. The main problem

Estimation of transmit power of wireless sources hdere is to locate all the nodes in the network based on
applicability in a multitude of scenarios such as passiuwger-node distance measurements and using known location
monitoring of wireless networks, user detection in cogaiti information for a small set of nodes, referred to as anchor
radio systems and event detection in sensor networkedes. A significant difference with this work is that in our
Passive transmit-power monitoring of a wireless network éase the number of sources and their transmit powers are
important in detecting abnormal or malicious behavior @inknown a-priori. Another related work is MAC layer mon-
nodes that can cause excessive signal interference, yhergbring wherein specific characteristics of the MAC layer
causing signal jamming-attack [1] or channel capturing [2drotocol are utilized to monitor wireless nodes’ behaviors
In cognitive radio, transmit-power estimation can be ugedfor instance, inferring the number of contending nodes [9],
better estimate the interference levels caused by theeacfinding and isolating selfish nodes [7], [8]; however, in our
users, and the regions where secondary user transmissg®iap no protocol specific information is considered.
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In preliminary work in [10], we studied the geometrisvhered; ; = ((z; — £;)* + (i — §;)%) /2 is the Euclidean
aspects of cooperative power estimation of a single tramkistance between the sourceand the receiverj, and
mitter with up to three monitors. We provide in [11] gath-loss exponent is assumed to be a known constant,
more thorough investigation of the problem under wirelesgpically between 2 and 6. We use the above deterministic
fading, giving a formal estimator design, geometrical irmodel to achieve the fundamental insights on our multi-
sights, asymptotic optimality and numerical results bas&@nsmitter power estimation problem, and to establish a
on a data-set of field measurements. While our prior wofttundation for future work that can consider more sophisti-
considered the scenario when the monitors can “decoocated assumptions such as wireless fading, unknown signal
pose” the received signal into the ones from individualecay exponents, etc.
transmitters, in this paper we explore the system modelAccording to the above propagation model, the measure-
where each monitor can only measure tmenbinedsignal ment values at the monitors frod transmitters are
strength from multiple transmitters.

The rest of the paper is organized as follows. Sec- - K P;
tion Il introduces the system model and the two prob- Z
lems (estimations of the number of transmitters and their
transmit-powers) that we aim to solve. Section Ill presentdrere K, P, d; j for i =1,---, K are all unknown.
the methodologies and approaches for solving the twoGiven N received power vaIue]sD and monitors’ loca-
problems. Numerical results for evaluating our estimatidi®ns {(&;,9;)} for j =1,--- N, one would be interested

strategies are presented in Section IV. Finally, Section ¥ finding out, 1) how many transmitters there are (i.e.,
concludes the paper. what is K?), and 2) the transmission power of each of the

K transmitters (i.e., what arg,’s?), that satisfy the set of
Il. SYSTEM MODEL N equalities in Eq. (2) ' ' .
Note that, however, given the fixed number of monitors,
We consider a wireless network consisting of a s#tthere exists ak-source solution for Eq. (2), then there

fO’l"j: 7"'7N7 (2)

of K transmitters (or ‘sources’){ti,ts,--- ,tx}, Whose exists some solution of > k sources. Therefore, our goal

locations in the two-dimensional space dr&,y;), ---, in this paper is to find out

(zk,yx), respectively. The transmit power of the source , the lower boundk,,;, of K, (i.e., at least how many

t; is respectively denoted b¥;. We assuméx, {P;}, and transmitters there should be), and;

{(zi,v:)} are allunknown « the transmit powers of: sources,P;, i = 1,--- ,k,
Also there are a set oV monitors,{m,ma,--- ,my}, whenk = kpin,

whose locations are known and denoted{§y;,9;)} for \,nich satisfy theN equations in Eq. (2).

J =1,---,N. Henceforth we use the notatianto index  \va call in this paper the first goal tHdIN-NUM-TX

the transmitters ang] to index the monitors. problem, and the second one ROWER-ESTIMATE( k)
We denote byP; ; the received power of;’s signal at problem.

monitorm;. We assume all monitors are placed in the same

wireless transmission medium of all sources, so that each I11. ESTIMATION METHOD

monitor can receive signals transmitted by all sources, i.e | this section, we study the problem of (at least) how

P,; is positive, though it can be arbitrarily small, for allnany transmitters there should be given the measured

pairs (i, j)- received power at monitors. We first begin with a special
However, at each monitan;, the received signal from all czse for which we can find an analytic, closed-form solution

sources are added up together to generate the (combingthe decision version of MIN-NUM-TX for finding out

measured power vaIueP = Zz 1 Bije In other words, whether there are more than one transmitters. Then we

different sources, but can only measure the combined sigRahber of transmitters.

strength.

In this paper, we consider the deterministic signal propA- Number of Source Estimation: Geometric Approach
gation model, where the received power decays in the powermhe decision problem, MIN-NUM-TXg, is to determine
of distance between the source and the receiver, i.e., whether there are more thantransmitters, from which the

solution for MIN-NUM-TX can be obtained by, ,;, =
P by 1) a8 min; {MIN-NUM-TX- k£ = TRUE}. In this subsection,
Yagy we handle a special case of MIN-NUM-TX-i.e., whether



pomm— W) well as transmit power of such (single) source. Thus, based
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Fig. 1.  Schematic diagram showing the circular trajectory of the |f these two circles intersect, there exists a solution of

transmitter given received power measurements at two monitors. the possible location of the single transmitter. As shown
in [10], with three monitors, these two intersecting ciscle
must intersect at two points, and therefore ‘another’ smtut

there are more than one transmitters, and provide a SOIUtéﬂgo exists. In this case, the monitors draw the conclusion

based on a gef’met”c_ approach. that there is only one transmitter located on either points
The geometric solution for MIN-NUM-TXE can be sum- ¢ 1hase two solutions. This conclusion, however, can be

marized as follows: Suppose we have the received powgl . in some cases since multiple transmitters can also
values at some monitors. We first make an hypothesis thal e the received power levels of three monitors that tesul

these monitored values are generated by a single transmi{ie o intersection of these two circles. On the other hand,
Then under this hypothesis, we draw the geometry gfinese two circles do not have any intersections (i.e., no

the possible location(s) of the (assumed) single transmitf,,qsipje |ocations of the single transmitter exist), theeh
based on the received powers. If this geometry indicatesnisors now definitely know that presuming one single
that there exists some location of the transmitter sangfylsignal source is wrong, and can conclude that the received
all measurement values, then we conclude that MIN-NUNo 015 must be actually coming from multiple transmitters
_TX'l = TRUE’, i.e., the minimum number of transr_mtters As a result, the problem of determining whether there
Is one. Otherwise, we say MIN-NUM-TX-= FALSE, i.e., 5.0 sojutions for a single transmitter can be transformed to

there must be.morg than one transmitters. the one of determining if there are intersections between
Let us begin with the case that there are only W circles as the following algorithm:

monitors. According to Proposition 1 in [10], given two Let R, and R, denote the radius of; and C,

distinct received signal power levels observed by a paiigheciively, and let be the distance between the centers
of monitors, the possible locations of the transmitter hasof‘Cl and Cs.

circular trajectory (Figure 1), which is drawn from the ratio

of _those tw_o received power values. Therefore, given aYgorithm 1: MIN-NUM-TX- 1
pair of received power leveld, P) (from any number of if d> Ry andd > R,
transmitting sources), we can always find the solution for a if (Ri + Ro)? < d? thenk > 1
single transmitter’s location, leading to the (quite pbhsi elsel — 1

wrong) conclusion that the hypothesis that there is a singleelse

transmitter is correct. if (R — R»)? > d2, then & > 1
With three monitors, we may or may not be able to elsek =1

identify multiple sources, depending on the locations of end if

the transmitters with respect to the monitors. Consider the

case with two transmitters and three monitors. Let theThe above algorithm can be used to determine whether

coordinates of monitor 1 be (0, 0), the coordinates @lere are more than one transmitters with the received power

monitor 2 be §;, 0) and the coordinates of monitor 3 bgalyes at three monitors. But the remaining question is: in

(23, y3). And let us denote the distance between monitofthat case the above algorithm gives you the correct answer?

i andj be d;;. Thereforedis = w9, diz = (#3 +43)%. e explore its answer by looking at the geometry of the
Let ¢; = (%)Va and ¢y = (%)1/‘1 be the ratios be- so-called ‘detectable region’ as follows.

tween the measured received powers. Under the hypothesilset us assume that we are given the locatien, (1) of

that there is only one signal source unless specified, théransmitter (noded), we are going to explore the region

algorithm in [10] can be used to identify the position adefined by the locations of the other transmitter (ndg)e
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Though we have not been able to verify this conjecture
rigorously, our simulation result shows this is the cas (i.
100% accuracy with 4 monitors); the reader is referred to
Section IV.A for the numerical results.

Monitor 3

b We note that this geometrical approach can be extended
: also in the case when the signal decay exponenis
Transmitter A unknown. For instance, whenis only known to be in some
e . range, fumin, @mae], the possible locations of the transmit-

Monitor1 Monitor 2

ter inferred from two monitors’ measurement (in Figure

5 1) become a torus instead of a circle. Thus the required
40,7 g N o " e s el modification would be that one needs to find if there are
intersections of two or more tori to determine whether there

Fig. 2. The detectable region for the position of transmiffegiven can be single transmitter for the given measurement values.
the positions of the three monitors and transmitter

B. Generic Solution to Number of Source Estimation

Now we provide a solution to MIN-NUM-TX problem
for general number of transmitters, in which our goal is to
determine whether there are at least;,, transmitters. In
principle, if we have an ideal solution to the decision prob-
lem MIN-NUM-TX-k that can (correctly) tell whether there
(Ri+Ry)%— J2=cldi, +c§d%3 +clcz(2d12d13+c1c2(d§2+d§3_dgg)) gre more thar transmittersk,,;, can be correctly decided

12 1-ct " 1-c3 (I—ct)(1-c3) " (i.e. kpin = K) by kpin = argming~o {Output(MIN-
NUM-TX-k) = TRUE}.

Note, however, the ability of a monitoring system in
providing the solution to MIN-NUM-TX problem is the-
(c1 + c2)? — 2 oretically limited by the available number of monitohs.

Lt e) —(ae) 5) Sneceh .

I-AH1-3) < 0. ( Specifically, in order'to correctly dgtermlne whether there
are at leastx transmitters, the monitoring system requires

The LHS of (5) is regarded as the discriminant for that least3(K — 1) + 1 monitors. This is because if there are
existence of the solution: If it is less than zero, themnly 3(K — 1) monitors, whose measured received powers
are no solutions for single transmitter. (Otherwise, thisre constitute a system df(KX — 1) equations, one can find a
solution). solution that consists of(K — 1) variables fork —1 trans-

Figure 2 illustrates geometrically an example of theitters (7, x;, andy;, fori =1,---  k—1). This means, if
detectable region drawn via numerical simulation. In thbere arek transmitters but less tha{ A —1)+1 monitors,
figure, the darkest area represents the detectable regiowm# can always determine (incorrectly) that;, = K — 1
the second transmitter, node B, when the location of the fithie to insufficient information.
transmitter (node A) is given. It can be seen that, when theTherefore, givenN monitors and the corresponding
transmitterA is closer to one of the monitors (monitor 1 irequations in Eq. (2), our ‘best’ estimatg,, , is the smallest
the figure) than the others, the detectable region correspohdk = 1,2, ---, such that there exists a feasible solution
to regions around the other two monitors. It turns out th§P;, z;,v;), i = 1,--- ,k } to (2). In principle, suchk?, .
the closer is the transmitter node A to one of the monitorspuld correctly indicate the actual number of transmitters
the larger becomes the detectable region. As a side note, Ehgiven enough number of monitors (i.€V, > 3(K — 1)),
detectable region will also shrink as the difference betwewhile it would ‘under-estimatek (k.. < K) if there are
the two transmit power$’, and Pp increases. less monitors than required (i.e., whév < 3(K — 1)).

With four or more monitors, the existence of singleNote that, in a special case that it is known a-priri<
transmitter solutions is determined by the existence 2f the analytic solution in Section IlI-A correctly outputs
common intersections of any three of the circles that dg,;, =1 or 2.
not have any triangular dependency. Our conjecture is thaHowever, the non-linearity (especially due o > 2)
the cooperation among four or more number of monitorsakes it intractable to find a closed-form solution to Eqg. (2)
is capable to detect the existence of multiple sources unétergeneralk > 2. We found that even numerical approaches
the deterministic model (i.e., with full detectable regionbased on optimization criteria are quite often unable to find

that leads to non-intersection circles. We denote thisoregi

as thedetectable regionwhere the monitors can identify

that the received signal is from more than one sources.
Whend > Ry andd > Ry, ¢1 <1 andes < 1,

Consider a special case thdis = di3 = do3, then
there are no possible solutions for one transmitter if

4



a feasible solution to all equalities of (2). Hence, we here Note that the above optimization provides the estimate
provide a numerical searching strategy based on a rela¥édwvhich consists of the optimal locatiofx}, y;) as well

inequality constraint for the feasibility (as opposed te thas P for i = 1,--- , k. In other words, givenV monitors’
strict equality constraint of (2)). locations and their received power values, we also estimate
Specifically, givenPj, {(zj,9;)}, j =1,--- ,n, we say the locations of multiple sources along with their transmit
{(P,x;,y:),t = 1,--- ,k}, P, > 0 fori = 1,--- k, is powers. This means our method can be utilized for local-
e-feasibleif izing positions of multiple wireless sources with addiabn
, unknown parameters of their transmit powers.

n k

> <pj _ Zl ;;j) <, (6) IV. NUMERICAL ANALYSIS

Jj= 1= ’

In this section, we present the performance evaluation
where a constant > 0 is a design parameter. In othefesult of our estimation methods using numerical analyses
words. we allow some margin of quantiyto the square- " synthetic dataset. The dataset is generated as follows.

sum ofn equations of Eq. (2) for the feasibility condition. FOr & given number of transmittef, we pick uniformly
Then our estimaté* - is the least: such that there exists &t random the locations ok transmitters in a square-area

man

an e-feasible solution withk-transmitter. [-5.5]1x[=5,5], with S = 10, and select the transmit

The effect of introducing the margin on the performancePOWer Of each transmitter uniformly at random in [,,,.]
of the k., estimator is clear: a large allows more wherera_x = 100. We generate 100 different sets of such
data points to satisfy (6), hence making the numerichl fransmitters. _ _
search to a feasible solution ‘easier. However, a negative™©" €ach set of transmitters, we also pick a random
impact is that, ife is too high, some data points df locations of N monitors within the same area, fo¥ =
transmitters for’ < K may be found-feasible, making us 1>+ 10, for which we generate the received power values
‘under-estimate’ the minimum number of transmitter (eve?pSed on the deterministic path-loss model in Eq. (2).
with sufficient number of monitors). On the other hand, a The quality of our estimation on the number of sources
small ¢ would make the under-estimating casg, < K and the transmit powers dependg upon the accuracy of
unlikely, whereas it can make it difficult to find even dhe numerical methods for the optimization. However, the

legitimate solutionk . = K, leading us to ‘over-estimate’ nonlinearity of our objective function andfeasibility con-

K (especially whenV is large). straint makes numerical search susceptible to fallingdallo

While we recognize the importance of choosingpr a minima, prohibiting it from finding the ‘true’ optimal or

good estimation quality, we leave a rigorous investigateon f€@sible solution.

it as a future research topic. In our performance evaluatior® "€medy to this problem is to iterate the optimization
in Section IV. we used a fixed value fer multiple times independently. Therefore, in our evaluation

below, we introduce a design paramekgmwhich represents
C. Estimating Transmit Powers the number of independent iterations that the optimal $earc
. _ is. performed, with each search starting from randomly
Having presented how to estimate the number Bhosen initial parametet,. For e-feasibility test for MIN-

SEOSU_Itﬁ\ji\’TvéeknOV\]f pro;:ee?_ to (,ZFL]" Stecond _[;)roblem P%WEI@'JM-TX, the search stops when a feasible solution is
(k) of estima _|ng e_ ransmi powers_ found for the first time, while for the power-estimation,
sources. Now that we notice solving the set\doequations

of EQ. (2) is analytically intractable for gener&l our
estimate ofP; is based on numerical optimization.
Specifically, givenk, let § be the unknown vector dfk
parametersP;, x;,y;, i = 1,--- ,k, and Q be the set of
all admissible values fof. Then givenk, P;, {(i;,9;)},
j=1,---,N, our estimatef* is the optimal one for the A. Number of Sources Estimation
following least-square optimization problem:

we pick the values that result in the smallest objective
function out of all R iterations. Essentially, we tradeoff the
computational overhead of repeating the seaithimes
with the accuracy of our estimate: we expect the accuracy
of our estimation would increase with larg&r

Here we present preliminary results fat = 2 for
MIN-NUM-TX estimation with e = 10~%. We simulated
n_ [ ko p 2 both the geometric and generic approaches introduced in
0 = argmin)_ (Pj—z ;) , the previous section. Though we considar = 2 for
feo j=1 i=1 d;'; both approaches in the simulations, they represent differe
st. F>0, i=1,---,k. (7) decision levels. Note that the geometric approach is for
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Fig. 3. Estimation accuracy of MIN-NUM-TX-1 geometric approach (under-estimation), and Préb,.., > K} (over-estimation)

with K = 2. with R = 100
1
determining whether there is one or more transmitters (i.e. 08 1
whether K > 1), while the generic approach provides a g 067
more general decision of whether there are more than T o4l
transmitters (i.e., whethek' > &, for generalk). 02
Figure 3 shows the estimation accuracy of the geometric ' -

approach (for determining whethék > 1) against the O T s 4 s s 7 8 o 10
number of cooperating monitors withh = 2, the result # of monitors

is based on 100 random sets of transmitters and monitors (©) Probk.:, > K} (over-estimation) fork = 5, 10,
positions. As explained in Section Ill.A, we can see from Seérlcaoitggigs:'“ma“on probability decreases with increased
the figure that one and two monitors give zero accuracy,

three monitors give about 23% accuracy, and full accuracy F9-4. Performance of MIN-NUM-TX estimationf{ = 2).

can be achieved with four monitors.

Figure 4 shows the performance of our MIN-NUM-TXg Transmit-power and Location Estimation
estimator using-feasibility test. The three curves in Figure Wi how th ; f1h d locati
4(a) depicts the ratio of the transmitter sets (to the total € now Show the pertormance ot the power and focation

100 sets), for which the number of monitors in the estimation, assuming the correct number of transmitters

axis result in the correct estimatiot,(;, = K), under- are O?“]f.en' t'lr']he result het_re '? obtalr;d thir :d 2| F':.St’
estimation §,.;, < K), and over-estimationk(,;, > K) we define the power estimation erraF(,) and location

With K — 2 after R — 100 iterations. As we have argueOlestlma'uon error L.,) for given number of transmitters”:

in the previous section, if there are not sufficient number e o2\ 12
: ; : Pyr =4+ (2K (B (8)
of monitors (V < 4), the estimator results mostly in under- err T K i=1 2 )
estimating the number of sources. Butdgrows, the cases N2 (e N2Y1/2
L . . L _ 1 ZK (@7 =)+ (y; —y:)?) (9)
of correct estimation gets dominating (up 6%, while err K Zui=1 25 :

there are some under-estimating and over-estimatingtsesul Note that a normalized tergs is included in the location
The under-estimation is due to the margin that we gi&ror to see the dis-location of the estimatel, (/) relative
in e-feasibility condition, whereas the over-estimation 8kgq the the scale of the considered ares s the side length
place when the numerical search for the feasible solutighthe area we generate the transmitters).
fails. Figures 5(a) and 5(b) illustrate how ti,, and L.,
While the under-estimation could be made smaller bgspectively, vary with the number of cooperating monitors
having smallee margin, this generally comes at the expenddere we show the results fav = 4 to 10 as a set of
of increased over-estimation probability. But The ovemonitors N < 4 are not likely to estimate the correct
estimating cases can be suppressed as well by tradinguimber of transmitters as we have seen in Section IV-A.
off with the increased computational resources, namely the finding the optimal solution, we added the additional
increased number of search iterati@ This is illustrated constraints on the location of the transmitters such that
in Figure 4(b), where it can be seen that the over-estimation, y;) € (—35,35) x (—35,35),i=1,--- , K, to avoid
probability (whenN is large) shrinks down to 5% as wesolutions converging to prohibitively off-position. Eacbtd
increase the number search iterations. represents the value d@%.,.. and L., of the corresponding



1 be utilized to make useful inferences on various network pa-

08 | rameters. An important extension of this work in the future
will be to investigate the estimation problem under non-
£ 0.6 determinstic/uncertan signal propapagation charatitayis
o4l
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