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Abstract — In contrast to a typical single source of data updates
in Internet applications, data files in a networked information
system are often distributed, replicated, accessed and updated
by multiple nodes. Due to concurrent updates, replicated data
files must be synchronized. For certain applications, stringent
concurrency control must be employed to ensure data
integrity, while for other applications, periodic data
synchronization may enable very efficient data sharing. For
the latter applications, this paper devises the ShuffleNet and
hypercube schemes for data synchronization in such
networked information systems. Their performance in terms of
update delay, processing complexity, failure tolerance and
growth complexity is examined. Our results reveal that the
ShuffleNet and hypercube scheme provide identical maximum
update delay and similar processing complexity. However, as
the number of nodes in the system changes (e.g., due to failure
or temporary out of service for maintenance), the hypercube
scheme maintains all existing synchronization sessions and
greatly simplifies system administration overhead such as
moving files from node to node for the purpose of data
synchronization. The ShuffleNet scheme does provide a higher
degree of failure tolerance for global data files, but the
hypercube scheme provides more than adequate failure
tolerance. Lastly, a generalization of the hypercube scheme,
based on the ideas of shift registers, is also proposed for
systems where the number of nodes is a perfect power of 2.

I. INTRODUCTION

In a networked information system, users’ data files are often
distributed and replicated at multiple, geographically dispersed
locations to reduce access time and to improve data
availability in case of failure. As a data file can be replicated
at multiple locations, these replicated files must be
synchronized; otherwise obsolete data can be inadvertently
used. For this reason, the issue of concurrency control in such
systems has received much attention. See e.g., [1-4] for
various concurrency control approaches.

A primitive and perhaps natural method for data
synchronization is to allow users to continuously access
replicated data stored at their convenient locations and to have
the system assume the responsibility of synchronizing the
replicated files and reconciling the difference among them
periodically. This data synchronization approach cannot be

employed in every application. For instance, database records
of a banking system, containing the balance for customer
accounts, require more stringent concurrency control measure
(e.g., locking protocols) to avoid fraudulent activities. On the
other hand, for other applications, periodic data
synchronization may enable very efficient sharing of data
among a group of users such as employees of a large
corporation with facilities located at different places.
Furthermore, the periodic synchronization method is
applicable more widely in distributed computing
environments. For example, using this data synchronization,
communication and computing services would provide
businesses access to a cost-effective client/server computing
platform where they could enhance and extend collaboration
within their enterprises and among their marketing partners,
customers, vendors and suppliers. Other potential applications
include network games and distributed simulations.

Let us first define our terminology and outline the system
configuration. The networked information system under
consideration has multiple computing nodes (to be simply
referred to as nodes) placed at different locations. Each of
these nodes has a database (i.e., a collection of data files) and
processing capability. Data files can be categorized as global
data and non-global data in the following way. Global data
files are referenced by all users, thus they are replicated and
stored at each node throughout the system. In contrast, non-
global data files are accessed only by a certain group of users
(e.g., employees of a company, co-workers of a project) and
the files are stored only at selected nodes to meet the needs.
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Figure 1. The Networked Information System.



As shown in Figure 1, all nodes can communicate and
exchange data with each other over a communication network,
which can be a local-area network, wide-area wireless
network, etc. When logging onto the system, users are
normally connected to a specific node where they expect to
find their needed data files in the local database.

A pair of nodes sets up a synchronization session to identify
and exchange updated copies of their common files. If a
common file at only one of the nodes has been changed since
the last synchronization, the obsolete copy at the other node is
replaced by the new one. If both copies have been updated, the
difference between them is stored along with the original
version of the file at both nodes. In this case, users are
informed of the fact that two copies have been updated
concurrently since last synchronization and it is up to them or
a system administrator to resolve the update conflict.

Let the update delay be the time interval from the instant a file
is updated at one node until the updated data becomes
available in a replicated copy of the same file at another node.
The maximum update delay is the longest update delay from
any one node to all other nodes. It is important to minimize the
maximum update delay by developing an efficient schedule
for the synchronization sessions. As data files are expected to
be updated continuously, data synchronization must take place
repeatedly; the natural approach is to synchronize according to
a fixed, periodic schedule.

Since updated data can propagate from one node to another
node via some intermediate nodes, the precedence relationship
among synchronization sessions may need to be maintained in
order to achieve the targeted results. For example, for new
data propagated from node A to C via node B, the
synchronization session between node A and B should be
completed before that between node B and C begins. Thus, it
is desirable to complete a synchronization session within the
allocated time period with a very high probability. On the
other hand, the update delay is directly proportional to the
time period allocated for each session. As a result, the time
period for each session should be minimized, while keeping
the probability of a session exceeding the allotted time
satisfactorily low at the engineered traffic load (in terms of
update frequency and the amount of data to be exchanges
among nodes). In what follows, we assume that the same,
fixed time period is allocated to all sessions, regardless of the
pair of nodes involved and the amount of data exchanged in
the synchronization. The amount of time allocated for each
session is thus referred to as session time.

If the start of a synchronization session can be triggered by the
completion of another, it is possible to guarantee the above
precedence relations and to speed up synchronizations for all
nodes involved. We ignore this possibility here.

Following are the basic issues in the design of an efficient
schedule for synchronization sessions:

a.  What is an appropriate logical topology of nodes? That is,
which pairs of nodes should synchronize directly (i.e.,
update each other without involving a third node)?

b. How should the sessions be timed so as to optimize
performance?

c. How can the schedule be modified to account for system
evolution, such as adding more nodes when user demands
grow?

d. How well does the synchronization (update) schedule
perform in the presence of node failures?

An ideal solution to the data synchronization problem should
have the following characteristics: a) low maximum update
delay, b) ability to withstand at least one node failure, c)
adaptability to changes in the number of nodes, and d)
minimal transfer of non-global data. (For global data, the
amount of data transferred is a constant under any scheme.)
With these characteristics in mind, we propose two schemes
for data synchronization, which are called the ShuffleNet
scheme and the hypercube scheme.

The rest of this paper is organized as follows. In Section 2, we
introduce the ShuffleNet scheme and show its maximum
update delay. Since the ShuffleNet scheme requires changes in
the update schedule when adding new nodes, this may be
unsatisfactory for systems where constant growth is expected.
To meet such needs, we propose the hypercube scheme and
analyze its performance at normal and failure conditions in
Section 3. For a given pair of nodes to share a non-global data
file (as specified by user needs), the hypercube scheme may
require replicating the file at some intermediate nodes just for
the purposes of data synchronization. Section 4 presents a
method for identifying the intermediate nodes. We present in
Section 5 a generalization of the hypercube scheme that allows
each pair of nodes to directly synchronize with each other.
Finally, Section 6 presents a summary of performance
comparison among a simple pair-wise, the ShuffleNet and the
hypercube approaches and our conclusions.

II.  THE SHUFFLENET SCHEME

Our ShuffleNet scheme is based on the ShuffleNet topology
proposed and studied by Acampora [5], Acampora and Karol
[6], and Hluchyj and Karol [7] to enable users to communicate
efficiently in multi-hop lightwave networks. In these
networks, user nodes communicate with each other possibly
via some intermediate nodes (i.e., multi-hop communication),
including change of wavelengths in case of wavelength
multiplexing on a common optical fiber. Nevertheless, the
ShuffleNet provides full connectivity among nodes so that
each user can communicate with all other users. This multi-
hop communication is analogous to the fact that nodes need to
propagate updated data to all other nodes, possibly via some
intermediate nodes, in the context of our data synchronization
problem.

Our ShuffleNet scheme for data synchronization requires an
even number N = 2m of nodes in the system, which we



organize into two sets, X ={x, ...,x _ }and Y={y, .,y . };
the subscripts are always to be taken modulo .

Each '"round" of communication entails simultaneous
synchronization of nodes in X with nodes in Y according to a
matching between the two sets. We group the rounds into
"batches" of two, batch Bj consisting of rounds sz _,and sz for

=

During each odd batch sz o
and with y,, 1 It is an easy consequence of Hall’s Marriage

Theorem (cf. [p.134, 8]) that this can be accomplished with
two matchings. Similarly, during even batches sz, each y,

each x; synchronizes with Vaisaja

synchronizes with x,, )2 and x,, 1 As an example, Figures 2
and 3 present the topology and the processing (update)
schedule, respectively, for a system of eight nodes using the

ShuffleNet scheme.
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Figure 2. The ShuffleNet Topology for an 8-Node System
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Figure 3. The ShuffleNet Processing Schedule for N=8.

It is important to note that in contrast to the original
ShuffleNet where connectivity is directional, the edges here
are undirected (reflecting the fact that data flows in both
directions during a synchronization session). The original
ShuffleNet topology also permits more than two node sets and
more than two "rounds per batch", but the simple special case
utilized here almost always gives the best performance. Also,
note that the batch connections are rotated so that our network
topology is actually a complete bipartite graph; the reason for
this modification will be clear shortly.

Theorem 2.1 The maximum update delay for the ShuffleNet
scheme is at most 2[log,N] + I (where [x] denotes the

smallest integer larger than or equal to x in this paper).

Proof: Let us observe first that if a consecutively-numbered
set of k£ nodes in X have been updated prior to the start of an
odd batch, then by the end of the batch either 2k consecutive
nodes, or all the nodes, of Y have been updated. Of course, a
similar statement applies, with the roles of X and Y exchanged,
during even batches.

Now, suppose that data is entered at node x; just prior to round
1; then it reaches all the nodes in one column or the other after
2k rounds (k batches) where k = [log, m]. One more round will

update the nodes in the other column as well, for a total of
2[log, N] = 1 rounds.

If data is entered at x, just prior to the second round, then the
analysis can be applied to its second round mate Y, at the cost

of one round; the case of data entered prior to round 4 is
similar. If x, gets its data just prior to the third round, then it
and a neighbor (x,  or x, ) will be updated by the end of the
batch for a total update delay of 2+2[log, m/2]+1 = 2[log,N]-1
rounds, the same as the first case. The proof is completed by

adding a possible delay of at most one round if data is entered
just after the start of a round. O

The maximum update delay can be slightly reduced,
asymptotically, by employing three round§ per batch instead
135 172

of two (on account of the fact that 3 >2 ); for larger
numbers of rounds per batch, it goes up again. We suspect that
in practice the 2-round-per-batch scheme described above will
nearly always give the best performance in practice.

Note that our ShuffieNet schedule repeats every m rounds for
m even, every 2m rounds for m odd; but we could have
obtained the same maximum update delay with a schedule
which repeats only every four rounds. The reason for rotating
as we did, using the complete bipartite graph as our topology,
is twofold. First, it then takes m—1 node failures to disconnect
the network; that is, the rotated schedule is more robust.
Secondly, non-global files can be passed directly from any X-
node to any Y-node, if it becomes desirable to keep them out
of the general message flow. From an X to X or Y to Y, just one
intermediate node is required.

When new nodes are added to a system, parts of the
processing schedule for the ShuffleNet scheme have to be
changed accordingly. Thus, the scheme may not be
appropriate for systems with constant growth. This has
motivated us to devise the hypercube scheme in the following.

II. THE HYPERCUBE SCHEME

Our hypercube scheme for the data synchronization problem is
motivated by two observations: a) The data synchronization



problem is closely related to the gossiping problem, and b)
Nodes in the networked information system can be logically
arranged as a hypercube. These observations are discussed in
more detail as follows.

The synchronization problem is closely related to the problem
of "gossiping in rounds"; see, e.g., the survey by Hedetniemi,
Hedetniemi and Liestman [9]. In the original gossiping
problem of combinatorial fame, n persons wish to share all
they know via a minimal number of telephone calls; it turns
out that this minimum number is 2xn —4, for all n >3.

In the more modern problem of gossiping in rounds, disjoint
pairs of persons may communicate during a round, and the
objective is to minimize the number of rounds necessary for
all information to disseminate. In its basic form this problem
was solved by Knodel [10], who showed that [log,N] rounds
are necessary and sufficient for even N, and [log,N] + 1 for

odd N. Other work on gossiping in rounds has been done e.g.,
by Sunderam and Winkler [11], where the case of one-way
calls is considered.

As in the problem of gossiping in rounds, our objective in
designing a data synchronization schedule is to minimize the
number of rounds necessary to disseminate all information
among all nodes. However, our problem is "circular" - the
schedule is repeated and new data can be introduced at any
time, thus the quantity to be minimized is the maximum
dissemination time beginning at any point in the schedule. The
issues of resistance to node failure and handling of non-global
data add further complications, and, in the end, previously
proposed gossiping schemes do not serve our purposes as well
as those presented here.

Hypercubes have been studied widely by computer scientists
and engineers to support efficient communication among
multiple processors (see [12]). In particular, hypercube routing
and interconnection topology are active research areas. For
example, Chiu and Chen [13] study fault-tolerant multicast
scheme for hypercube computers, Lai, Chen and Duh [14]
investigate disjoint paths in hypercube, and more recently,
Fan, Yang and Shiau [15] examine hypercube routing.
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Figure 4. Hypercube for N=2, 4 and 8.

In our hypercube topology, each node is labeled by a binary
string. Any two nodes with their labels differing by one bit are
connected by an edge and only adjacent nodes (i.e., those

connected by an edge) can communicate and exchange data
directly. Yet, all node pairs can communicate perhaps via
some intermediate nodes.

To introduce the hypercube scheme for data synchronization,
let us begin with simple examples. Figure 4 depicts hypercube
for a system with N = 2, 4 and 8 nodes. Although the way
Figure 4 portrays the connectivity among nodes in a
hypercube is common, it is inconvenient for our purposes.
Instead, the topology can be more appropriately shown in
multiple rounds (or stages) where each round corresponds to
the connectivity with node labels differing at a certain bit
position. For instance, Figure 5 depicts the 3-round
connectivity corresponding to the hypercube for N = 8 in
Figure 4. In this particular example, edges in round R,, R, and

R connect nodes with labels differing in their second, first and

zero-th bit (numbered from the right), respectively. In the
context of data synchronization, each pair of adjacent nodes in
the topology can exchange data directly during a
synchronization session at some point in time.
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Figure 5. Hypercube Connectivity for N=8.

While continuing to use a timer-based processing schedule,
one can schedule the synchronization sessions between pairs
of nodes to propagate new data from any one node to all other
nodes with a maximum update delay of log, N (assuming N is
a perfect power of 2) session times. In such a schedule, each
round of connectivity also corresponds to one round of
synchronization sessions (updates). For the example in Figure
5, the round R, of updates allow nodes to synchronize with
other nodes if their labels differ in the second bit. Similarly,
round R, and R enable data exchanges among nodes with
labels differing in the first and zero-th bit, respectively. As a
result, the processing schedule can be obtained as shown in
Figure 6 where (i, j) denotes a synchronization session
between node i and ;.

It is clear that when N is a perfect power of 2, the hypercube is
a useful means to portray the connectivity. However, it is less
clear if N is not a perfect power of 2. Solutions developed for
the gossiping problem become helpful in understanding and
refining the hypercube scheme to handle such general cases.
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When N =2 , Knodel’s method for the gossiping problem is
essentially identical to the hypercube scheme where nodes are
scheduled to exchange information (data) according to the bit
position by which node labels differ from each other. Knodel
also devised a schedule for even N. However, this schedule
requires significant modifications to accommodate the
addition of new nodes to the system. Thus, despite its
optimality in delay performance, it is not acceptable for our

purposes. In contrast, Knodel’s solution for odd N simply
[logoN]
chooses the first 2 nodes and has each of the others

synchronize with them in the first and last round of updates,

while new data propagates according to the hypercube scheme
[logz N]

as discussed above for the 2 nodes.

By adopting ideas of the Knodel’s method for odd A, the
hypercube scheme can now be extended to consider all
positive integer N. We first recognize that the last round of
updates in the Knodel’s method is not needed for the data
synchronization problem because the first and last rounds are
identical in terms of their data-exchange function and because
the processing schedule for data synchronization is repeated
continuously. Now, the construction of the logical topology
and processing schedule for the hypercube scheme for any
positive integer N is described as follows:

a. Label each of the N nodes by a binary string where the bits
starting from the right are indexed by 0, 1, 2 and so on.

b. Establish rounds of the connection topology by connecting
nodes with labels differing only in the i-bit position at each
round R, where i =0, 1, ..., [log, N] - L.

c. Establish one round of updates (synchronization sessions)
where each pair of adjacent nodes in the corresponding
round of connectivity synchronize data.

We show how this "partial hypercube" scheme works below.

A. Correct Update Operations and No Growth Complexity

To see how the hypercube scheme can operate properly and
accommodate additional nodes in the system without changing
the existing connectivity and processing schedule, let us
consider two examples for N = 6 and 8. The hypercube
connectivity for N = 8 and N = 6 is shown in Figure 5 and 7,
respectively. In addition, their respective processing schedules
are depicted in Figure 6 and 8.

The update operations for the case of N=8 have been discussed
earlier. After three rounds of updates, all nodes can finish
exchange of new data among themselves.

As for the case of N =6 in Figure 7, it is noteworthy that the
connectivity in round R, and R, for nodes 0 through 3 actually
represents a "perfect" hypercube as if they were the only nodes
in the system. Thus, the connectivity in these two rounds
enables data exchanges among these four nodes in the same
way as for the case of N = 4. In addition, the connectivity in
round R, is to enable data exchanges between the rest of the

nodes with nodes 0 through 3. (This is identical to the first
round in Knodel’s method for odd N.) Thus, new data from
nodes 4 and 5 can be passed onto node 0 to 3 after a first run
of all three rounds of updates. Since the processing schedule is
repeated continuously (i.e., round R, is carried out following
round R)), new data from nodes O through 3 can also

propagate to nodes 4 and 5 at the second run of round R,
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Fig. 6. Processing Schedule for the Hypercube with N=8.
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Fig.8 Processing Schedule for the Hypercube Scheme for N=6.

As revealed by Knodel’s method, the hypercube scheme with
the cyclic processing schedule does not necessarily require the
edge between node 4 and 5 in round R, to enable data
exchanges between node 4 (or 5) and nodes 0 through 3.
However, the edge is established by the scheme so that no
modifications to the connectivity and thus the processing
schedule will be needed when adding new nodes to the system
in the future. As a result, it is important to observe that the
connectivity for N = 6 in Figure 7 is simply a subset of that in
Figure 5 for N = 8. This lack of need to modify the existing
connectivity and processing schedule when systems grow is a
unique, desirable characteristic of the hypercube scheme. With
this advantage, systems can grow easily by means of adding
new nodes to meet increased customer demands.



It is noteworthy that the hypercube scheme remains applicable
when nodes are labeled by d-ary strings with d > 2. However,
the benefits of such arrangements are likely to be realized if d
nodes can exchange data simultaneously in a single
synchronization session (i.e., a d-way call). So, the scheme
with two nodes involved in a session, as presented above, is
more practical and adequate to meet our purposes.

B.  Delay Performance of the Hypercube Approach

Let the maximum update delay in units of round of updates be
denoted by T (where each round of updates lasts for one
session time). As pointed out earlier, the hypercube
connectivity for a system with N nodes is a subset of that for
N if N' > N. We first focus on the maximum update delay for

N=2 and then we consider the delay in a system with arbitrary
N nodes.

m +
Theorem 3.1. Given N=2 where me Z , the maximum update
delay T is m +1 for a global data file in the hypercube scheme,
regardless of when the file is actually updated within the
(cyclic) processing schedule.

Proof. Let the source and destination node of an update to a
global data filebe S=s s , .  sjandD=d  d d

m=1 "m=2 -+ 70

respectively, where s and d.e {0,1}. Further, we denote the
rounds of updates in the processing schedule by R R ..,

m—1> " "m-2°
R, In R, each node with label oyl @iy
synchronizes ~ with all other node(s) with label

Ay 1---44- lc_ll-al-_ 1---Q0 where 671' =1- a;.

Without loss of generality, suppose that the data file is updated
at S immediately after an arbitrary Rj ., starts. This results in
one round of delay before the data is ready for propagation in
the next round Rj. Then, according to the processing schedule,
the new data propagates from node S to node s | s s

-1 %m 2" +1
djsj -8, I Rj. As the processing schedule proceeds through
R_,.,R,R . ..,R._, theupdated data finally reaches the

J-1 0 m—1 Wag!
destination node D = dm —ldm _2...d0 after a total of m rounds of

updates. Thus, T=m + 1. O

To consider the maximum update delay for systems with
arbitrary N, let 2m <N< 2m " and let the nodes also be indexed
by 0, 1, .., N—1. Furthermore, define @ ={0, 1, .., 2 —1} and
X E{Zm, 2m+1, ..., N—1}. The maximum update delay for
different source and destination node pairs is given as follows.

m m +1 +
Theorem 3.2. For 2 <N<2  withm<Z , the maximum
update delay T for different pairs of source node S and
destination node D for a global data file in the hypercube
scheme is given by

a) m + 2 if both S and De Q,

b)2(m+1)if Se Q and De %,

¢)2(m+ 1) if Se £ and De Q, and

d)2m + 3 if Se ¥ and De ¥.

Proof. As in Theorem 3.1, the rounds of updates in the cyclic

processing schedule are denoted by R , R |, ..., R. In R for
i=m, m—1, ..., 0, each node with label Ayt @iy
synchronizes  with all other node(s) with label

Q- 1---0;-18;0;. 1...agwhere a.€ {0, 1} —{a }.

By definition of the hypercube scheme, all nodes in Q actually
form a perfect hypercube. Thus, results for case a) are obvious
from Theorem 3.1 because all rounds of updates, namely R,
R, ..,and R, needed to complete data exchanges among all
nodes in Q have been processed after m + 1 rounds of updates
(only R is considered unproductive). Beside this delay, up to
one additional round of delay can incur if the update arrives

immediately after the start of a round.

To consider case b), recall that a node in X synchronizes with
its mate node in Q (the one with the m'th bit set to one.) only
during R . It may synchronize with other nodes in Z, but in the
worst case a destination node De X must receive the updated
data from its mate node D and only during R . Furthermore, in
order for node D to receive the new data, the data must have
already propagated from the source node Se Q toD prior to
R . Since S and D may differ in bit m—1, the longest delay
occurs when the associated data file was updated at S
immediately after the start of R . As a result, the new data

will not propagate to D in the following m rounds of updates,
namely R R ,, ...R, Consequently, the time interval for
the m rounds plus the following R is wasted as far as the
propagation of the new data is concerned. However, by the

arguments for Theorem 3.1, the new data will reach all nodes

in Q, includingl_) , in the second run of the m rounds, R |,

R ..., and R . Finally, the destination node D receives the

m=2

updated data from during the second run of R . Thus, the
maximum update delay for case b) is 2(m +1).

Following the same arguments for case b), the maximum delay
for case c) occurs when the data file is updated at a source
node § in ¥ immediately after the start of R . In this situation,

the new data cannot be passed from S to its mate SinQ during
R . As a result, the time interval for R and the following m
rounds, R R . and R, is wasted as far as the data
propagation from S'to D is concerned. This accounts for a total

of m+1 rounds of updates. At the second run of R , the new

data is finally passed from S toS . By the arguments for
Theorem 3.1, the destination node D in Q definitely receives
the updated data in the next m rounds of updates. Thus, the
total delay is again 2(m +1).

For case d), the longest update delay occurs when the new data
has to propagate from Se X to De X via some intermediate



nodes in . This is so because the nodes in X may not form a
connected graph. Following the above arguments, the
maximum delay is realized when the data file is updated
immediately after the start of R . Since the new data cannot be
passed from S to any node in €, the following m +1 rounds of
updates (ie, R, R ., .., R) are wasted for the data
propagation from S to D. In the second run of the schedule,
starting with R _and R | through R, the new data reaches all

nodes in Q by the end of R . Then, in the third run of R , the

new data is passed from node D in Q to node D in . Thus,
the total delay in units of rounds is 2(m +1)+1 for case d). O

C. Processing Complexity

We first analyze the number of sessions processed in each
round of updates in the schedule. Then, the processing
complexity for the hypercube scheme can be obtained in terms
of the total number of synchronization sessions processed for
the longest update path described in Theorems 3.1 and 3.2.

Let each of the N nodes in the system have a label expressed
in binary form. Furthermore, let N -1 = (n n __, ...n)), where

n,=0or 1. For 0 <i <m, define K. to be the total number of
synchronization sessions processed at round R..

Lemma 3.1. For 0<i<m,

-1 .
_Z_ 2j”j+l if n; =0
K=y, 7 L (3.1)
Z 2‘/l’lj+1+2 2jl’lj+l ifnl-Zl.
J=i j=0

Proof. Consider n.= 0. At round R, all nodes with labels from
0to(nn ..n,0.0), -1 are involved in synchronization
sessions. This is so because all these nodes can find their

th
counterpart nodes with labels differing in the i bit (i.e., the bit
position of #,). In total, there are Z;'-’Zi +1 2/n jnodes. On the

other hand, nodes with labels from (n n ... n, n 0..0), to

(nn ...n n..n), cannot find their counterpart nodes to
synchronize data at round R, because they do not exist as n=0.

Changing the index in the summation Z;'-’Zi +1 2/n jand

observing that two nodes are involved in each synchronization
session yield the result.

For n=1, the Z;'-’Zi +1 2/n j nodes continue to find their
counterpart nodes. In addition, as n=1, some nodes with labels
-+n,,0...0), to (n,n...n. 01...1),can also be
involved in synchronization sessions at R with some nodes
o een 10..0), to(n n ...
I n,...n,), aslong as these counterpart nodes exist. The proof
is completed because the number of these counterpart nodes

from (n_n
m m

with labels ranging from (n

existing in the system is given by 23-;10 2/n j+1.o

The processing complexity of the hypercube scheme is defined
as the number of synchronization sessions processed during
the maximum update delay for any node pair. Theorem 3.2,
case d) yields the maximum update delay. Thus, using results
in Lemma 3.1, the processing complexity is obtained.

Theorem 3.3. The processing complexity for the hypercube
m
scheme is 23 K;+K,, where K for 0 <i < m is given by

i=0
(3.1).
D. Performance Under Node Failures

In the following, we first obtain the degree of failure tolerance
as well as the increase in update delay under failure for the
case where N is a perfect power of 2. Then we show the failure
tolerance for the case of general NV for the hypercube scheme.

m

For N = 2, the following theorem shows how the update
delay is impacted by at most one node failures.

Theorem 3.4. For the hypercube scheme with N=2 for

L
me Z , if one node fails, the maximum update delay T in units
of update round is at most m+2 (i.e., one more round than
normal) for any global data file.

Proof. Let an arbitrary source and destination node of an
update for a global data filebe S=s s .s,andD=d

m-1"m-2" m—1
d

m-2 "

..d, respectively, where s,and d, € {0, 1}.

Let the file be updated at S right after the start of Rj .,» thus
resulting in one round of delay until the updated data can be
passed to other nodes starting at round Rj. Then, by the cyclic
processing schedule of the hypercube scheme, the shortest
(update) path to propagate updated data from S to D without
node failure consists of the following intermediate nodes:

Round | Sy — 15, — 2541 5;5;-1%0
R, Sm = 15m — 25 +19 ;5,15
R | Sm—1%m —2--5j419;4d; 15
R, Smo—15m —2-5j+14;4;_1-dg
Ry | m —15m —2--54194;d;_1.-d9
R | 9m—19m 2541944, 149
R | dm—1dpm —pdji1d;d;_q..dg

Table 1. Update Path From S to D in Normal Situations.

Let U be the set of these intermediate nodes, excluding S and
D. Further, assume that set F is the failed node. If UNF=0, the
above update path is still operational and the update delay T



remains m +1. For UNF#AD, consider the following set of
update paths from S to D:

Round Sm_lsm_z...Sj+1Sij_1...S0
R, Sm—lsm—2"'sj+1djsj—l"'S0
RI__l Sm _lsm _2SJ+1deJ_1SO
R, Sm—lsm—2S]+ld]d]—ld0
i dm_lsm_2 S]+1d]d]—1d0

dm —ldm—2"'sj+1d -d —ldO

j+2 J o J
RI._‘_l dm—ldm—Zd]+ld]d]—ld0

Table 2. Update Path from S to D with at Most One Node Fails

Where d j=1-d ;. This set of nodes describes another update

path. Let the set of intermediate nodes (excluding S and D) in
this path be denoted by V. By construction, the update path
with V consists of m+1 rounds of updates. Combining this
with the round wasted at which the update arrives, the update
delay T is m+2 rounds. Furthermore, we have UNV=0 simply

because d j#d ;. Consequently, U and V represent two disjoint

update paths from S to D. Given that at most one node fails, at
least one of the paths remains unaffected by the failures and
the delay is at most m +2. O

The hypercube scheme actually can tolerate more than one
node failure, but the maximum update delay is further
increased. The result is presented in the following theorem.

Theorem 3.5. For the hypercube scheme with N=2 for m,

+
kEZ andk <m—1, if no more than k nodes fail, then all data
will propagate and the maximum update delay T is at most
m+k+2 (i.e., k +1 more rounds than normal) for any global
data file.

Proof. As before, let the cyclic processing schedule for the
hypercube scheme be R |, R ., ..., R, where nodes in R,
synchronize data with other nodes with labels differing at the
i-th bit position. Let an update to a global data file be made at
arbitrary node S =5 s, ...s, just after Rj ., starts. After a
one-round delay, the updated data is ready to be propagated in
Rj. We need to show the updated data can reach any arbitrary
destination D=d _d _,...d in the following m +k +1 rounds.
Under normal conditions, the update can propagate along the
shortest path P from S to D described in Table 1. Let U be the
set of intermediate nodes in the path. Let F be the set of failed
nodes. If FNU=0, the path P is still operational and the update
delay T remains m+1, as proven in Theorem 3.1.

Now, consider FNU#AD. Given k < m—1, we can always
construct k£ +1 update paths, denoted by P, where i = j, j—1, ...,
Jj—k as follows. (Possibly, i =/, j—1, ..., 0, m —1 , ..., m +j—k for
small j or large k.) Each path P, is obtained by purposely
delaying the propagation of the updated data from S for
(j—i+m) mod m rounds starting from Rj, and then passing the
data at the next round R, from § to the node with label where

the i-th bit is a_f, =1-d;. The data continues to propagate in the
next m —1 successive rounds starting from R,_, (or R _ if i =0)

to nodes with the bits associated with the rounds identical to
the corresponding ones in D. Finally, when R, comes again, the

updated data is passed to D from the node with the i-th bit
being d.. For example, Pj and Pj_1 are:

Round Sm —lsm _2...Sj+1Sij_1...SO
R, Sm—lsm—2"'Sj+1djsj—l"'S0
RI__l Sm _lsm _ 2SJ+1deJ_1S0
R, Sm_lsm_2SJ+ldde_ld0
it dm—lsm—2sj+ld]d]—ld0

Ri+2 dm—ldm—ZS]+ld]d]—ld0
R,'+1 dm—ldm—2 ]+1d]

Table 3. Update Path Pj

Round Sm_lsm_z...Sj_,’_lSij_ISj_z...SO
R/. Sm_lsm_z...Sj_,’_lSij_ISj_z...SO
R;‘—l Sm_lsm_z...Sj_,’_ldej_ISj_z...SO

R/—z Sm_lsm_2...Sj+1dej_1dj_2...S0

R, sm—lsm—Z"‘sj+1sjdj—ldj—Z"‘dO
R, dm—lsm—Z"‘sj+1sj‘?j—ldj—Z"‘dO
R, dm—ldm—Z"‘Sj+1Sj‘Tj—ldj—Z“‘dO
Ry | dpy1dpy _gdjys;dj_1d;_5..d
Ry | dy _ydy _gedjqdid;_1d;_5..d
R | dyy_qdpy _gdjiqdid;_d;_5..dg

Table 4. Update Path P
J-1

respectively. By construction, each path P has a delay of
(j—i+m) mod m + (m+1) rounds for each i=j, j—1, ..., j—k (or
i=f,j—1, ..., 0, m—1, ..., mtj—k for small j or large k). Including



the initial waiting in Rj+1 when the update arrives, the longest
update delay among all P’s is thus m +k +2 update rounds.

For each path P, let V, be the set of intermediate nodes
(excluding S and D). We now show that V NV, =@ for all a
and b (a#b) by contradiction.

Assume that Va ﬂVb #@ for some a and b. Thus, there exist at
least one node xe ¥ and one node ye V, such that x=y.

Neither x or y are S or D. Further, assume that x is the
intermediate node at round R in path P andy is from round R

in P,. By the path construction, we have
X= 81 St A gy dy S,y 50

y:Sm—l"'Sb+ldbdb—l"'dvsv—l"'s() (32)

Wealso definex=x__ x  ..xjandy=y _ y ..y Thus,
=y requires x, = y, for all i. To proceed, let us define M =
tm=1,m=2,..,0}, [ ={a,a-1,..,u} & MandIyE {b, b—1,
., v} & M. Another way to express (3.2) is
x,=d,,x;=d; forie I, —{a}
and x; =s;for ie M -1,
ybng,yizd,- forie I, —{a}

and y; =s; for ie M -1,

(3.3)

(3.4)

If bel—{a}, x,=d, by (3.3). However, ybng from (3.4).
This leads to x#y. So, we must haveb¢ I, .
ae I~{b}, x=d, and y,=d,

a

Similarly, if
leads to x#y. Thus, we must
also havea ¢ Iy .

Since both / and/,are sets of a decreasing sequence of

modulo-m integers starting with a and b, respectively, the fact
that a¢ /y,and be I, implies /N[ =@. Since /<M and

Iyg M, IxﬂIyIQ further implies M~/ QIy and M—Iy =21 . Using
this fact, we obtain from (3.3) that x, = s, for all ie M—I_ QIy.
This implies y, = s, for all ie Iy because x, = y, for all ie M.
Combining this with the case of y, for ie M —Iy in (3.4) leads to
y,= s for all ie M. That is, y = S, a contradiction. O

Define the degree of failure tolerance to be the maximum
number of node failures under which each remaining node can
still exchange data, directly or indirectly via some
intermediate nodes, with all other operational nodes. By
setting k = m —1 in Theorem 3.5, we get the following result.

Corollary 3.1. For the hypercube scheme with N=2 , the
degree of failure tolerance is at least m —1.

When N is not a perfect power of 2, we now derive the
connectivity of the partial hypercube and thus the degree of
failure tolerance. We also describe the impact on update delay
here.

Theorem 3.6. For the hypercube with2 <N <2

m +1

with N =

(nn__ ..n),*1, the degree of failure tolerance is given by
m
f=2n-1 (3.5)
i=0
Proof:
m +1 m
Case ) If N=2 then Y, n; =(m+1) and the result is true

i=0
by Corollary 3.1.

m+1

m
Case 2) Assume that N<2 . In this case Y, n; <m.

i=0
We prove the result by induction on m. For m = 1, we have
N=3 and the nodes are disconnected if node 0 fails. Thus, the
m
result is correct. Assume the theorem is true for N <2 . We

m+1

shall prove that it is true for N <2

Define  to be the set of nodes with bit m equal to 0 and X the
set of nodes with bit m equal to 1. Let S and D be an arbitrary
source and destination as before. We shall show that there
exist / +1 node disjoint paths between S and D. This is
equivalent to showing the partial hypercube is f+1-connected.

Case 2A) S, De Q: Ignoring the m'th bit (which is 0 for all
nodes in Q), it can be seen that Q is a perfect hypercube of

size d . By Case 1, there exist m disjoint paths within Q

m
between S and D. Since m = 3, n;

i=0
Case 2B) S, De X: In this case, when i 1gnor1ng bit m, we see

= f +1, this case is shown.

that X is a partial hypercube with N' < d By the inductive
Z n;
i=0

within Z. Let §) and D, denote the nodes in 2 where bit m of §
and D are set to 0. Since € is a connected subgraph there is a
path from S, to D, within €. This gives us one additional

disjoint path and proves this case.

step, there exist = f disjoint paths between S and D

Case 2C) Se X and De Q: There exists a matching of size f+1
between nodes in X and those in Q. Simply pick any /41 nodes
in X. Changing bit m from 1 to 0 connects each of these nodes
to a unique node in Q. If any f points are removed from the
total hypercube, then there still must be a matched pair of
nodes between X and Q, call them @ and b respectively. Now
cases 2A and 2B above showed that any two nodes in X or two
nodes in Q are connected by f +1 disjoint paths. Thus there
still exists a path remaining between S and @, and between b
and D. Therefore, there still exists a path from S to D and the
hypercube is f+1-connected.

Case 2D) Se Q and De X: Same proof as case 2C. O



E.  Identifying Intermediate Nodes for Non-Global Data Files
In many cases, a copy of a non-global data file must be
replicated on an intermediate node to enable new data
associated with a file to propagate via that node. Let 2 <N <

m+1

2 and nodes be labeled from 0 to N —1 expressed in binary
form. When users at two arbitrary nodes S =s s | ...s, and

D=d d d  share a non-global data file, the system

m m=1""""0

administrator may need to replicate the file on a set of
intermediate nodes for the purpose of data synchronization.
There are two competing objectives at play here. One is to
minimize the number of intermediate nodes at which this data
is replicated and two is to minimize the update delay. We
discuss two methods to identify these intermediate nodes as
follows.

In the first method, we emphasize the delay criteria, by finding
the shortest path from S'to D and the shortest path from D to S.
Although a generic shortest path algorithm could be used, the
following paths are usually acceptable. By propagating data
through a sequence of nodes with one-bit difference at each
round starting from S in round R , we obtain a set U of the

intermediate nodes. Namely, U= {d s s . dd s
dd d

d _d . ..d } Ifallnodes in U exist in the system,
U represents a shortest update path from S to D. Otherwise,
one can always find a feasible path with U= { 0s s S,

m=1"m=2""""0
0d s 5 .8y . 0d d ,..d,dd d _,.d} as those

nodes with the left-most bit being zero always exist in the
system. Similar to the update path in Table 1, the intermediate
nodes in U follow the sequence of the processing schedule,
thus yielding low delay to propagate data from S to D.

Sy
iSgs s

Since data propagates bidirectionally between each pair of
nodes involved in a synchronization session, U in principle
also enables data propagation from D to S. However, such a
path yields a long delay because U does not follow the
sequence of nodes to support efficient data propagation from
D to S. To remedy this and to enhance the failure tolerance for
non-global data files, one can apply the above method to
identify another set J of intermediate nodes for data
propagation from D to S. When N is a perfect power of 2, U
and V actually represent two node-disjoint paths.

We note that the shortest paths between S and D may depend
on the number of nodes in the system at the time of creation of
the non-global file. If the number of nodes changes then there
could be different update paths U and V for different files even
though they are shared by the same pair of users at two fixed
nodes. If the system records the intermediate nodes for each
non-global data file for maintenance, failure recovery and
other system administration purposes, one can make the
current value of N as a permanent attribute for each file when
the method is applied to find the corresponding intermediate
nodes. Once N is fixed and known for a non-global file, its U
and ¥ can be uniquely and readily obtained at a later time.
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The second method is needed, if the system requires that all
non-global data files shared by the same pair of users have
identical intermediate nodes, despite of constant changes of
the number of nodes in the system. To identify the paths U and
V for the given S and D in this case, the second method finds
the maximum of $ and D. Without loss of generality, let D be
the maximum. Then, the second method follows the first one,
except that the number of nodes is deliberately assumed to be
D (instead of N) when identifying U and V. This way, all
intermediate nodes for the given S and D are kept identical all
the times at the expense of possibly longer update delay
because part of the connectivity in the hypercube topology
(i.e., that among nodes D+1 to N—1) is not utilized for possibly
more efficient data propagation.

IV. A GENERALIZATION OF THE HYPERCUBE SCHEME
We present a generalization of the hypercube scheme for the

number of nodes being a perfect power of 2 (i.e., N=2 ). The
generalized scheme again employs the labeling of nodes by
their binary representation, but the matchings used to
determine the update schedule will no longer be confined to
hypercube edges. Instead, if x = (x,, ..., x ) is a non-zero
binary vector, we denote by M _the matching which for each u,
pairs the node labeled u# with the node labeled x +u. (Here
addition is coordinate-wise and modulo 2, so that x +u +u = x
and therefore the pairing relation is symmetric.)

The matchings employed by the standard hypercube solution
to gossiping in rounds are just M_for x = 000...010...0.

If we cycle through matchings corresponding to all the non-
zero vectors in some order, say x(1), x(2), ..., x(n —1) and back
to x(1), each node is paired with every other; in other words,
we achieve the desired complete topology. But the maximum
update delay will generally be larger than m. Fortunately,
optimality of the update delay turns out to be equivalent to a
simple condition.

Theorem 4.1. The scheme which cycles through matchings
Mxm, e Mx(n—w where the x(i)’s run through all the non-zero
binary vectors of length m, achieves maximum update delay m
if and only if for every i, the vectors x(i), x(i +1), ..., x(i +m —1)
(with indices taken modulo n—1) are linearly independent over
GF(2).

Proof. To see that the condition is sufficient, suppose node u
receives a new update just prior to round i and let v be any
other node. If x(i), ..., x(i +m —1) are linearly independent they
constitute a basis for GF(2)m, thus v —u = x(i) +x(i,) +... +x(i,)
for some i, ..., i, with i <i <i <...<i <i+m—1. But then the
path u, u+x(i,), u+x(i )*x(i,), ... takes the update information
from u to v as required.



On the other hand, if x(i), ..., x(i+m—1) are not linearly

independent then they do not span GF(2) and there is a vector
v which is not expressible as a linear combination. There is
then no path from u to u +y during the upcoming m rounds. o

In view of Theorem 4.1, we are in need of a listing of the non-

zero members of GF(2) in which any m in a row (including
"around the corner") are independent. We can get it by starting
anywhere and applying a "full-cycle shift register".

An order-m linear shift register is a sequence of m boxes b,,
..., b, each of which contains a bit, and some of which are

"tapped." At each tick of a clock the bits move to the right one
box, the rightmost bit dropping off into oblivion. The new
leftmost bit is the mod-2 sum of the old bits in the tapped
boxes.

Suppose the tapped boxes are b,, b, and b,. Then if the current
state isx =x, ..., x, , the next state willbe y =y, ..., y where

y,y=xandy =x +x +x .

More generally, if we define ¢=1, if b, is tapped and ¢, = 0
otherwise, and we denote by x(7) = x,(?), ..., x, (¢) the contents
of the shift register at time ¢, we have
x,, (t+1)=x(9) for i +1=2, ..., m and
x, @+ =cx () +...+c x (0).
In fact, if we just look at the first box, its contents x,(7) satisfy
the recursion
x(@)=c x (-1 +c,x(-2)+...4¢c x (t—m)
since x,(t —i) is the same as x, (7). In fact every box satisfies
the same recursion, so we can write a vector equation
x(#) = cx(t 1) +...4¢ x(t —m).
If we start a shift register with all zeroes it goes nowhere, but
one can hope that otherwise it will cycle through all non-zero
vectors before it returns to its starting state. The theory of shift
registers (see e.g., [16]) tells us exactly when this happens.

2 m
Let f'(2) be the polynomial 1 +¢, z +c¢ ,z +...+ ¢ z . Then the
shift register is "full-cycle" just when f (z) is irreducible over
k m

GF(2) and its smallest multiple of the form 14z is for &=2 —1.

Fortunately there are plenty of polynomials with this property,
in fact exactly g/m of them where g is the number of proper

irreducible fractions of the form i/(2m —1). Examples:
m=2,f(z)=1 +z+22,c: 11;

m=3,f(z)=1 +z+z3,c: 101;

m=4,f(z)=1 +Z3+Z4, c=0011;

m=5,f(z)=1 -i-z3 +ZS, c=00101.

Here are the resulting vector sequences, starting with 00...01:
m=2: 01,10, 11, 01, ...

m=3: 001, 100, 110, 111, 011, 101, 010, 001, ...
m=4: 0001, 1000, 0100, 0010, 1001, 1100, 0110, 1011, 0101,
1010, 1101, 1110, 1111, 0111, 0011, 0001, ...

Now the optimal update delay comes for free, compliments of
the vector equation above which says that each vector is a
linear combination of the previous m vectors. If any m-in-a-
row failed to be independent then all subsequent vectors
(therefore all vectors, since we cycle around) would be limited
to the subspace spanned by those m vectors, but in fact all
non-zero vectors appear.

What about resistance to a single node failure? The classic
hypercube structure had the nice property that maximum
update delay increases by only 1 in that case (best possible);
interestingly, that nice property also follows from m-in-a-row
independence. Suppose that node u is updated just prior to
round 7—1, with the idea of showing that there are two node-
disjoint paths from # to v during the next m+1 rounds. We
know there is a path P from u to v during rounds ¢ through
t+m—1, and a path Q from wu+tx(+1) to v during the same
period. Suppose P and Q have a node in common other than v
itself; then we have
wx(i) tx(i )+ Ax(@ ) = u At 1) Hx(j )+ Ax())

where all of the subscripted i’s and j’s lie between ¢ and
t+m—2. But then we have x(+—1) expressed as a linear
combination of the m—2 vectors x(¢), x(#+1), ..., x(t-+m—2),
contradicting the fact that x(z—1) through x(z+m—2) are
supposed to be independent.

The case of multiple node failures is more complex, but since
the topology is complete, any number of node failures is
overcome via update delay of no more than N —1 rounds.

Since the topology is complete, this generalization has the
potentially significant advantage of allowing non-global data
files to be updated without any intermediate nodes involved.
Of course, there will be an increase in update delay.

V. PERFORMANCE COMPARSION AND CONCLUSION

We have devised the ShuffleNet and hypercube scheme for
data synchronization in the networked information systems
with replicated data files. Their performance in terms of
update delay, processing complexity (i.e., number of
synchronization sessions in the longest update path), failure
tolerance and growth complexity has been examined. For
illustration purposes, Table 5 compares the performance of
these schemes and a simple, pair-wise approach where each
node synchronizes directly with each of all other nodes one at
a time in the schedule. It is found that the ShuffleNet and
hypercube scheme provide identical maximum update delay
and similar processing complexity. However, as the number of
nodes in the system changes, the hypercube scheme maintains
all existing synchronization sessions and greatly simplifies
system administration overhead such as moving files from
node to node for the purpose of non-global data
synchronization. The ShuffleNet scheme does provide a higher



degree of failure tolerance for global data files, but the
hypercube scheme provides more than adequate failure
tolerance. Lastly, the generalization of the hypercube scheme,
based on the ideas of shift registers, is also proposed for
systems where the number of nodes is a perfect power of 2.

Performance Simple, Pair-wise ShuffleNet Hypercube
Measure Approach Approach Approach
Max. update delay N(N—1)
(session times) Tz 2log, N1+1 2log, N]+1
Number of
synchronization N(N—1) N([log, N]+1) |< N([log, N]+1)
sessions in the 2 2 2 2 2
longest path
Degree of failure N
N —2 PA— < —
tolerance 2 2 <[log, N]-1
Restriction on N No Even N No
Growth complexity No Some No

Note: [x] is the smallest integer larger than or equal to x.

TABLE 5. PERFORMANCE COMPARISON
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